DISTRICT 19 COMMUNITY SERVICES BOARD

COMPUTING RESOURCE USAGE GUIDELINES

· In order to comply with copyright regulations, District 19 Community Services Board has adopted the following policies concerning computer software licenses.

· All software must be used in accordance with the software vendor’s license agreements.  Software is not “owned,” but merely “licensed for use.”

· Unless explicitly allowed by the license agreement, software shall not be copied or installed on multiple machines.  This includes home use and sharing between staff members and/or clients.

· All software used by District 19 Community Services Board will be purchased and installed by the Management Information Systems (MIS) department.

· District 19 will provide software determined to be necessary for job performance.  Each budget unit is responsible for the cost of purchasing and upgrading software licenses for its employees.  Each budget unit and MIS will evaluate the requirements for purchasing of software.

· District 19 Community Services Board does not condone using unauthorized copies of software.  If unauthorized software is found on a user’s PC, the MIS department will remove it.  Possession of unauthorized copies of software can result in disciplinary action up to and including dismissal.

· Any duplication or use of copyrighted software outside of the software license agreement is a violation of copyright law.  Illegal reproduction of software is a crime and punishable with civil and criminal penalties, including fines and imprisonment.

1. All computer equipment and peripherals, including but not limited to PCs, laptops, monitors, data communications equipment, mice, keyboards, cables, and printers, purchased by District 19 Community Services Board will remain the sole property of District 19 and will only be used to support the business and clinical operations of District 19 during business hours.

2. In an effort to encourage greater computing familiarity and competence, some personal use of computing resources will be permitted.  Any personal use of computing resources is subject to approval, in writing, by the employee’s Unit Director and the MIS department and should be limited to non-business hours.

3. All computer equipment and peripherals (except laptop computers) shall remain on District 19 property and are not to be taken home by employees except by prior agreement and arrangement between employee’s Unit Director and the MIS department.

4. Laptop PCs and diskettes or other storage media containing confidential client data must be handled and transported in the same manner as other client information as specified in District 19’s policies and procedures related to confidentiality.

5. The integrity of the data and resources of District 19 computing resources is a major concern.  The inadvertent introduction of a virus by the use of disks may affect an individual computer and also may be spread via the network to other computers and could affect the entire database system.  To eliminate this possibility, the organization management and MIS must approve the introduction of outside media.  Appropriate scanning for viruses must be performed and any data on infected disks may be destroyed to eliminate the virus present.

6. All files and documents are to be considered the property of District 19.  District 19 reserves the right to inspect all files from any source, including e-mail.

It is the policy of the District 19 Community Services Board to maintain a secure computer network which will give staff access to information which is needed to perform their functions while maintaining the highest levels of confidentiality of that information.

Access to shared computing resources, including but not limited to CMHC/MIS, e-mail and District 19’s internal PC network, will be controlled through the use of login names and passwords.  Due to the sensitive nature of the data stored on District 19’s computers (as evidenced by stringent state and federal confidentiality regulations) users must be authenticated through the use of passwords.

Login/user names are public (not secret).  Passwords are private (secret) and are used to verify that the presenting user really is who he says he is.  The authentication and security model DEPENDS on the presenting user knowing the password associated with that user name and NO ONE else knowing the password.  Once the user is authenticated, the computer operating systems then allow appropriate access to stored data.  Your password must be kept a secret!  Do not allow anyone else to know your password or they may easily login to systems as another staff and cause problems or damage that you will be held responsible for.

The MIS organization will provide guidelines for the establishment and use of passwords.

Internet use is a privilege, not a right, and inappropriate use will result in cancellation of those privileges and possible disciplinary action.

Overview

The Internet is an electronic highway connecting thousands of computers all over the world and millions of individual users.  It is a worldwide “network of networks.”  District 19’s internal network is connected to the Internet.  Internet access for appropriate business use is available in the resource room.  Through the Internet, District 19’s employees potentially have access to:


electronic mail communication with people all over the world


Access to tens of thousands of information resources, like libraries, discussion groups, public information, corporate information sites


Public domain software

With access to computers and people all over the world also comes the availability of material that may be inappropriate, undesirable, not useful, or even illegal.  District 19 MIS department has taken steps to limit access to controversial materials.  However, on a global network it is impossible to control all materials and an industrious user may discover controversial material.  District 19 believes the valuable information and interaction available on this worldwide network far outweigh the negative effects of the possibility that users may procure material that is not in accordance with the business goals of District 19.

District 19’s Internet access is provided through the Commonwealth of Virginia’s Statewide Network.  The state network automatically provides auditing and monitoring of traffic through the system and reports any possibility of misuse to the Department of Information Technology, the Department of MHMRSAS and D19.  This is in addition to the internal monitoring system in place within D19.

Acceptable Use

District 19’s Internet connection is to be used for District 19 business only.

Monitoring

Under normal circumstances, District 19 MIS department will only monitor the flow of traffic through the Internet connection.  The contents of e-mail and the targets of World Wide Web searches will normally be private.

However, District 19 reserves the right to inspect employee’s e-mail and other files from any source.  Be aware that “deleted” e-mail can be retrieved from backup archives.

Limited Resources

District 19’s Internet connection is not an unlimited resource.  We can handle lots of e-mail traffic, but Web browsing and file downloading are much more demanding and can slow down other Internet activities for all District 19 employees AND can slow down all network access (CMHC, Windows, Novell, E-Mail) for other employees in your location.

Unacceptable Behavior

· Transmission of any material in violation of any US or state regulation is prohibited.  This includes, but is not limited to, copyrighted material, threatening or obscene material, material protected by trade secret, product advertisement, or political lobbying.

· Breach of Confidentiality – District 19’s confidentiality policies and procedures apply to information transmitted over the Internet, such as e-mail.  Remember that, on the Internet, persons other than the recipients of the mail can read e-mail.  Once you send it, it’s out of your control.  Don’t e-mail confidential client information to non-District 19 employees.  It’s OK on our internal network, though.

· Hacking – Anyone found using District 19’s computing resources to compromise the security of another company, individual, or legal entity’s computer systems, files, e-mail, or Internet domain name in any way will be subject to state or federal prosecution and internal disciplinary actions up to immediate discharge.

· Hate Mail/Online Harassment – Harassing someone online is the same as harassing them in person and will be treated according to District 19’s policies and harassment.

· Lending Out Your Account – Employees are expressly forbidden from allowing non-employees to access the Internet through District 19’s computing resources.

· Online Pornography – Some companies have already been sued for sexual harassment because of what appeared on people’s screens.  Using District 19’s computing resources to access online pornography is expressly forbidden.

· Private Business Usage – Employees may not run private businesses from their District 19 computer accounts.

· File Downloading – The Internet has become a prime transmission medium for virus-infected files.  A virus-infected file downloaded from the Internet could quickly spread that virus to all other computers on District 19’s network (over 75!).  Due to likely problems with virus transmission, copyright violations and software licensing, downloading any software from the Internet is expressly forbidden.  If you have a legitimate need for a piece of software you discover on the Internet, contact the MIS department.  They can download it, virus-check it, and make it available to you through District 19’s internal network, in keeping with software licensing requirements.

It is the Policy of District 19 Community Services Board to treat computer resources as any other office resource owned by the agency.  In order to insure proper compliance with this policy, the following statement must be signed and filed with the District 19’s MIS Department with a copy placed in the staff member’s personnel file.

District 19 Community Services Board

Computing Resource Usage Agreement

I have read, understand and agree to abide by the Computing Resource Usage Policies.  I further understand that any violation of the above policies is unethical and may constitute a criminal offense.  Should I commit any violation, my access privileges may be revoked, I may be subject to employee disciplinary action, and may be liable for civil and criminal penalties, including fines and imprisonment.

Print Employee Name

Reporting Unit Name

Employee Signature

Date
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