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Introduction and Purpose

Privacy and confidentiality are basic expectations of consumers, families, and authorized representatives (ARs), an ethical imperative for practitioners, and a legal mandate. 

District 19 Community Services Board (D19 CSB) has long been committed to protecting the privacy of all consumers receiving services.  The Code of Virginia and the promulgation of “Rules and Regulations to Assure the Rights of Individuals Receiving Services from Providers of Mental Health, Mental Retardation and Substance Abuse Services” serve as the framework for confidentiality and privacy protection for consumers receiving services from D19 CSB.

Congress authorized the United States Department of Health and Human Services (USDHHS) to issue regulations to implement the privacy requirements of the Administrative Simplification subtitle of the Health Insurance Portability and Accountability Act of 1996 (HIPAA).  The HIPAA Privacy Rule brings changes to the management of health information. D19 CSB and its staff are subject to sanctions and penalties by the Secretary of the USDHHS for violations of any of these requirements.

HIPAA privacy requirements, coupled with the need to address complex challenges associated with expanded access to health information and ever-evolving technology, require updated privacy policies and procedures; a new focus on the need to educate all those involved in health care delivery; and ongoing mechanisms to ensure individual, organizational and systemic compliance.  Because all staff are involved directly or indirectly in care and treatment, privacy protection is a critical and fundamental issue for everyone.  

D19 CSB, as a “covered entity” governed by the HIPAA Privacy Rule, is issuing these policies and procedures to facilitate compliance with that Rule and other related laws and regulations. 

Under the HIPAA Privacy Rule, we must implement policies and procedures with respect to protected health information (“PHI”) that are designed to comply with the standards, implementation specifications, and other requirements of the Rule.  The Quality Improvement Supervisor is the designated Privacy Officer for D19 CSB.

These policies and procedures apply to the PHI of all consumers who have applied for, received, or are receiving services.  All consumer-specific service information, whether verbal or written, paper or electronic, photographs, videotapes or audiotapes, shall be kept confidential.  This prohibition of disclosure specifically includes unauthorized disclosure of information to media, law enforcement or commercial organizations such as creditors, unless there is valid authorization or the disclosure is required by law.

Policy Statement 












It is the policy of D19 CSB that all staff, students, volunteers, interns, residents, and contract workers will comply with the HIPAA Privacy Rule, the Rules and Regulations to Assure the Rights of Individuals Receiving Services from Providers of Mental Health, Mental Retardation and Substance Abuse Services (“Human Rights Regulations”), and other related state and federal laws and regulations.  Violations should be reported according to the protocols established in the D19 CSB Compliance Plan.

Preemption Issues 












Generally, where provisions of the HIPAA Privacy Rule are contrary to state law, state law is “preempted” unless the state law is more stringent.  “Contrary” means that it is impossible to comply with both the state and federal requirements, or that the state law stands as an obstacle to the accomplishment and execution of the full purposes and objectives of the Privacy Rule.  “More stringent” means that the consumer is provided with greater protection or greater access.   Where state laws are more stringent, those state laws and regulations must be followed.  These policies and procedures identify which of the laws must be followed under which circumstances.

Changes in Policies and Procedures or Agency Protocols 





The Executive Director may make changes to these policies and procedures when recommended by the Director of Operations.

Whenever changes in the law occur which require a change in these policies and procedures, the Director of Operations shall promptly advise the Executive Director and make suggested revisions to the policies and procedures.  Once approved by the Executive Director, the Director of Operations will distribute the revised policies and procedures to Directors, who will notify staff in their respective divisions, of the changes.

Chapter One:  Definitions
Authorization means a document signed by the subject of protected health information ("PHI") that authorizes a covered entity to use or disclose PHI.  Requirements related to valid authorizations appear in Chapter Six.  “Authorization” under HIPAA is similar to “consent to release information” under the Human Rights Regulations.
Authorized representative (AR) means a person permitted by law or the Human Rights Regulations to give informed consent (authorization) for 1) disclosure of information, 2) treatment (including medical treatment), and 3) participation in human research for a consumer who lacks the mental capacity to make these decisions.  This definition is taken from the Human Rights Regulations. An AR is a “personal representative” under the Privacy Rule.  

Business associate means a person who: 

On behalf of D19 CSB, but other than in the capacity of a member of the staff of D19 CSB, performs, or assists in the performance of:
· A function or activity involving the use or disclosure of individually identifiable health information, including claims processing or administration, data analysis, processing or administration, utilization review, quality assurance, billing, benefit management, practice management, and repricing; or 
· Any other function or activity regulated by the HIPAA Privacy Rule; or

· Provides, other than in the capacity of a member of the staff of D19 CSB, legal, actuarial, accounting, consulting, data aggregation, management, administrative, accreditation, or financial services to or for D19, where the provision of the service involves the disclosure of individually identifiable health information from D19 CSB, or from another business associate of the D19 CSB, to the person. 

District 19 CSB may have business associates and be a business associate of other covered entities. 

Business Associate Agreement means an addendum to a contract or MOU which contains business associate contract language.
Business associate contract language means written provision(s) within a contract between D19 CSB and a business associate of D19 CSB that provides satisfactory assurance to D19 CSB that the business associate will appropriately safeguard PHI by requiring the business associate to:

· Use or disclose protected health information (PHI) only as permitted under the contract and not in a manner that would violate the HIPAA Privacy Rule if such actions were taken by D19 CSB; 
· Use appropriate safeguards to prevent use or disclosure of PHI except as permitted by the contract;

· Report any known misuse of PHI to D19 CSB;

· Impose the same requirements on its subcontractors and agents to whom it provides PHI;

· Make PHI and an accounting of disclosures available to consumers as required by the HIPAA Privacy Rule;

· Make its internal practices, books, and records relating to use and disclosure of PHI available to the Secretary of the U.S. Department of Health and Human Services; and

· At termination of the contract, if feasible, return or destroy all PHI received from, or created or received by the business associate on behalf of D19 CSB that the business associate still maintains in any form and retains no copies of such information or, if such return or destruction is not feasible, extend the protections of the contract to the information and limit further uses and disclosures to those purposes that make the return or destruction of the information unfeasible.

Complaint is an expression of dissatisfaction, grievance, or concern, made by or on behalf of any person that is about, or alleges a violation of, the policies or procedures contained in this document.  

Consumer is the person who is the subject of the protected health information (PHI).

 SEQ CHAPTER \h \r 1Covered entity means a health plan, a health care clearinghouse, or a health care provider who transmits any health information in electronic form in connection with a transaction covered by the regulations promulgated under HIPAA.   District 19 CSB is a covered entity because it is a health care provider.

Department means Department of Mental Health, Mental Retardation and Substance Abuse Services (DMHMRSAS) 

Designated record set means a group of records maintained by or for D19 CSB that are: 

· the medical records and billing records about a consumer; or 

· used, in whole or in part, by or for D19 CSB to make decisions about a consumer.  This term is used only in the HIPAA Privacy Rule.

The HIPAA Privacy Rule does not define the term “record.”  However, the Human Rights Regulations define the term “services record” to mean all written information that a provider keeps about a consumer who receives services.  Therefore, the “services records” as defined by the Human Rights regulations would be included in the “designated record set” under the HIPAA Privacy Rule.  

D19 CSB refers to a services record as a “medical record.”  All such “records” maintained by D19 CSB, which contain PHI, are subject to the protections and standards for privacy that are set forth in the HIPAA Privacy Rule.

Direct treatment relationship means a treatment relationship between a consumer and a health care provider that is not an indirect treatment relationship.

Disclosure means the release, transfer, provision of access to, or divulging in any other manner, of PHI outside D19 CSB.

Emergency means a situation that requires a person to take immediate action to avoid harm, injury, or death to a consumer receiving services or to others.   Note: For SA consumers, 42 C.F.R. Part 2 limits this definition to a situation that poses an immediate threat to health and requires immediate medical intervention.

Health care operations means any of the following activities of D19 CSB to the extent that the activities are related to the provision of health care services:  

· Conducting quality assessment and improvement activities, including outcomes evaluation and development of clinical guidelines, provided that the obtaining of generalizable knowledge is not the primary purpose of any studies resulting from such activities; population-based activities relating to improving health or reducing health care costs, protocol development, case management and care coordination, contacting of health care providers and consumers with information about treatment alternatives; and related functions that do not include treatment;

· Reviewing the competence or qualifications of health care professionals, evaluating practitioner and provider performance, health plan performance, conducting training programs in which students, trainees, or practitioners in areas of health care learn under supervision to practice or improve their skills as health care providers, training of non-health care professionals, accreditation, certification, licensing, or credentialing activities;

· Conducting or arranging for medical review, legal services, and auditing functions, including fraud and abuse detection and compliance programs; 

· Business planning and development, such as conducting cost-management and planning-related analyses related to managing and operating D19 CSB, including formulary development and administration; and

· Business management and general administrative activities of D19 CSB, including, but not limited to: 

· Management activities relating to implementation of and compliance with the requirements of these policies and procedures;

· Resolution of internal grievances; 

· The sale, transfer, merger or consolidation of all or part of D19 CSB with another covered entity or an entity that following such activity will become a covered entity and exercise due diligence related to such activity; and 

· Consistent with applicable requirements, creating de-identified health information.

Health information means any information, whether oral or recorded in any form or medium, that:
· Is created or received by D19 CSB; and

· Relates to the past, present, or future physical or mental health or condition of a consumer; the provision of health care to a consumer; or the past, present, or future payment for the provision of health care to a consumer. 

Health Oversight Agency means an agency or authority of the United States, a state, a territory, a political subdivision of a state or territory, or an Indian tribe, or a person or entity acting under a grant of authority from or contract with such public agency, including the employees or agents of such public agency or its contractors or persons or entities to whom it has granted authority, that is authorized by law to oversee the health care system (whether public or private) or government programs in which health information is necessary to determine eligibility or compliance, or to enforce civil rights laws for which health information is relevant.

Health oversight agencies include, but are not limited to, the following:
· The Department of Mental Health, Mental Retardation and Substance Abuse Services (DMHMRSAS);

· The Department of Health’s Center for Quality Health Care and Consumer Protection;

· The Department of Health Professions (DHP);

· The Virginia Office for Protection and Advocacy (VOPA); and

· The Office of the Inspector General.

Indirect treatment relationship means a relationship between a consumer and a health care provider in which:

· The health care provider delivers health care to the consumer based on the orders of another health care provider; and

· The health care provider typically provides services or products, or reports the diagnosis or results associated with health care, directly to another health care provider, who provides the services or products or reports to the consumer.
Individual means the person who is the subject of protected health information.  This term includes the terms “consumer,” “patient,” “resident,” "recipient," and “client.”

Individually identifiable health information means information that is a subset of health information, including demographic information collected from a consumer, when the information:

· Is created or received by D19 CSB; and

· Relates to the past, present, or future physical or mental health or condition of a consumer, the provision of health care to a consumer, or the past, present or future payment for the provision of health care to a consumer; and 

· The information identifies the consumer; or

· There is a reasonable basis to believe the information can be used to identify the consumer.

Law enforcement official means an officer or employee of any agency or authority of the United States, a state, a territory, a political subdivision of a state or territory, or an Indian tribe, who is empowered by law to:

· Investigate or conduct an official inquiry into a potential violation of law; or

· Prosecute or otherwise conduct a criminal, civil, or administrative proceeding arising from an alleged violation of law.

Memorandum of Understanding (MOU) means an agreement between D19 CSB and a governmental entity.   It is used interchangeably with the term “Memorandum of Agreement” or “MOA”.
Notice of Privacy is a document containing specific elements that informs a consumer or the consumer’s authorized representative (AR) how D19 CSB is permitted to use and disclose PHI; the consumer’s rights; and D19’s legal duties with respect to protected health information (PHI).  The requirements concerning the Notice of Privacy are addressed in Chapter Three.
Payment means the activities undertaken by D19 CSB to obtain reimbursement for the provision of health care.  These activities relate to the consumer to whom health care is provided and include, but are not limited to: 

· Determinations of eligibility or coverage (including coordination of benefits or the determination of cost sharing amounts), and adjudication or subrogation of health benefit claims;

· Risk adjusting amounts due based on enrollee health status and demographic characteristics;

· Billing, claims management, collection activities, obtaining payment under a contract for reinsurance (including stop-loss insurance and excess of loss insurance), and related health care data processing; 

· Review of health care services with respect to medical necessity, coverage under a health plan, appropriateness of care, or justification of charges; 

· Utilization review activities, including precertification and preauthorization of services, concurrent and retrospective review of services; and 

· Disclosure to consumer reporting agencies of any of the following protected health information relating to collection of premiums or reimbursement: 

· Name and address;

· Date of birth;

· Social security number;

· Payment history;

· Account number; and

· Name and address of the health care provider and/or health plan. 

Personal Representative 
See “Authorized Representative.”

Privacy Officer means the D19 official who is responsible for the development and implementation of D19 CSB’s privacy policies and procedures.  The QI Supervisor is the designated Privacy Officer for D19.
Protected Health Information (“PHI”) means individually identifiable health information that is maintained or transmitted in any medium, including electronic media.  PHI excludes individually identifiable health information in:

· Education records covered by the Family Educational Right and Privacy Act, as amended, 20 U.S.C. 1232g;
· Records described at 20 U.S.C. 1232g(a)(4)(B)(iv) (educational records not otherwise covered in the Family Educational Right and Privacy Act in the bulleted paragraph above); and

· Employment records held by D19 in its role as an employer.

Psychotherapy notes means notes, recorded in any medium by a health care provider who is a mental health professional, documenting or analyzing the contents of conversation during a private, group, joint, or family counseling session that are filed and maintained separately from the rest of the medical record. 

The following types of documentation are not considered to be psychotherapy notes:

· Medication prescription and monitoring;

· Results of clinical tests;

· Any summary of diagnosis, functional status, treatment plan, symptoms, prognosis and progress to date;

· Session start and stop times; and
· Modalities and frequencies of treatment furnished.

Public health authority means an agency or authority of the United States, a state, a territory, a political subdivision of a state or territory, or an Indian tribe, or a person or entity acting under a grant of authority from or contract with such public agency, including the employees or agents of such public agency or its contractors or persons or entities to whom it has granted authority, that is responsible for public health matters as part of its official mandate. 

Qualified protective order means an order of a court or an administrative
tribunal, or a stipulation by the parties to the litigation or administrative proceeding that:


· Prohibits the parties from using or disclosing PHI for any purpose other than the litigation or proceeding for which such information was requested; and

· Requires the return to D19 CSB or destruction of the PHI (including all copies made) at the end of the litigation or proceeding.

Required by law means a mandate contained in law, that is enforceable in a court of law, that compels D19 CSB or another entity to use or disclose PHI.  Required by law includes, but is not limited to, court orders and court-ordered warrants; subpoenas or summons issued by a court, grand jury, a governmental or tribal inspector general, or an administrative body authorized to require the production of information; a civil or an authorized investigative demand; Medicare conditions of participation with respect to health care providers participating in the program; and statutes or regulations that require the production of information, including statutes or regulations that require such information if payment is sought under a government program providing public benefits.  Note: For substance abuse consumers, a subpoena, court order or warrant alone is not sufficient.  (See Chapter Five.)
Staff means employees, students, interns, residents, contract workers, volunteers, trainees, and other persons whose conduct, in the performance of work for D19 CSB, is under the direct control of D19 CSB, whether or not D19 CSB pays them.

Standards of Conduct refers to Section 7.2 of the D19 CSB "Human Resources Policies and Procedures Manual."

Treatment means the provision, coordination, or management of health care and related services by one or more health care providers, including the coordination or management of health care by a health care provider with a third party; consultation between health care providers relating to a consumer; or the referral of a consumer for health care from one health care provider to another.

Use means, with respect to protected health information, the sharing, employment, application, utilization, examination, or analysis of such information within D19 CSB.

Chapter Two:  General Administrative Requirements

Introduction













This Chapter addresses general administrative requirements for implementing the privacy policies and procedures contained in this document, including:

· Specific implementation roles and responsibilities for staff;

· General rules for staff, including performance expectations and sanctions for violations; 

· Staff training and awareness requirements; and

· Other general administrative requirements.

Implementation Roles and Responsibilities








The Executive Director shall be responsible for: 

· Serving as the final authority for implementation and revision of these privacy policies and procedures; 

· Assuring ongoing designation of a Privacy Officer to oversee implementation of the HIPAA Privacy Rule; 

· Assuring ongoing designation of a Security Officer to oversee implementation of the HIPAA Security Rule; 

· Designating staff to be responsible for implementation of the HIPAA Transaction/Code Sets Rule; and

· Executing contracts containing business associate language, as necessary.  

The Director of Operations shall be responsible for:

· Developing, implementing and monitoring policies and procedures pertaining to consumers’ medical records.

· Interpreting these policies and procedures as they relate to the HIPAA Privacy Rule;

· Supervision of the QI Supervisor, the designated Privacy Officer;

· Receiving complaints made and assisting staff in understanding and complying with these privacy policies and procedures;

· Ensuring implementation of training, as required by these policies and procedures; 

· Reviewing and approving HIPAA privacy training materials for accuracy and consistency;

· Coordinating any changes to these policies and procedures with respect to the provisions of the HIPAA Privacy Rule, and recommending revisions to the Executive Director;

· Coordinating requests for legal guidance in regard to the HIPAA Privacy Rule, when such assistance is necessary; and 

· Maintaining all records of HIPAA Privacy Rule violations and complaints. 

· Identifying business associates;

· Ensuring that all contracts and MOUs with business associates for goods and services, that also require D19 CSB to disclose PHI, include appropriate business associate language to safeguard PHI consistent with Chapter Eleven;

· Overseeing contracts and MOUs in accordance with its standard office procedures;

· Maintaining the contract file, including timely and detailed documentation of communication (oral and written) between D19 CSB and the business associate;

· Assuring appropriate safeguards of PHI transmitted to business associates;
Program Managers shall be responsible for:

· Overseeing within their offices the implementation of these privacy policies and procedures; and

· Monitoring compliance of staff with the provisions of these policies, procedures, and protocols.
General Rules













The General Rule
District 19 CSB staff, students, volunteers, interns, residents or contract workers may not use or disclose PHI, except as authorized by the provisions of these policies and procedures.  Access to and use of PHI shall be need-based and purpose-oriented.   Each member of D19 CSB’s staff shall be required to confirm his/her understanding of D19 CSB’s privacy policies and procedures by signing the “D19 CSB Confidentiality Statement.” 


Permitted Uses and Disclosures
District 19 CSB is permitted to use or disclose PHI in the following instances:

· To the consumer who is the subject of the PHI (See Chapter Eight);

· Without valid authorization, if valid authorization is not required and has not been sought;


· In compliance with valid authorization;

· Pursuant to a Business Associate Agreement.

Required Uses and Disclosures
District 19 CSB is required to disclose PHI in the following instances:

· To a consumer, when requested under and as required by §§ 164.524 (Access of individuals to PHI) or 164.528 (Accounting of disclosure of PHI) of the HIPAA Regulations (See Chapter Eight);

· To specific private entities that provide services under contractual agreements (health benefits, life insurance, Workers Compensation, etc.) in order to provide such services;

· When required by the Director of Operations, Executive Director, or Human Resources Director to investigate or determine compliance with HIPAA requirements.

Minimum Necessary
When using or disclosing PHI, or when requesting PHI from another covered entity, D19 CSB will make reasonable efforts to limit PHI to the minimum necessary to accomplish the intended purpose of the use, disclosure, or request.

Sanctions
Employees who violate these policies and procedures are subject to sanction(s) under the "Standards of Conduct," and non-employee staff are subject to sanctions appropriate to their relationship with D19 CSB.   
Exemptions to Sanctions
Sanctions shall not apply to the following:  

Disclosures by whistleblowers, in which: 

· Staff believes in good faith that D19 CSB has engaged in conduct that is unlawful or otherwise violates professional or clinical standards, or that the care, services or conditions provided by D19 CSB potentially endanger one or more consumers receiving services, staff, or the public; and

· The disclosure is to:

· a health oversight agency or public health authority authorized by law to investigate or otherwise oversee the relevant conduct or conditions of D19 CSB; or

· an attorney retained by or on behalf of staff for the purpose of determining the legal options of staff regarding the reported conduct.

Disclosures by crime victims, in which: 

· Staff is a crime victim; 

· The PHI is reported to a law enforcement official; and 

· The PHI disclosed is:

· about the suspected perpetrator of the criminal act; and

· limited to name and address; date and place of birth; social security number; ABO blood type and rh factor; type of injury; date and time of treatment; date and time of death, if applicable; and a description of distinguishing physical characteristics, including height, weight, gender, race, hair and eye color, presence or absence of facial hair (beard or moustache), scars, and tattoos. 

Filing a complaint with the USDHHS Secretary. 

Testifying, assisting, or participating in an investigation, compliance review, proceeding, or hearing under Part C of Title XI.

Opposing any act or practice made unlawful by the HIPAA Privacy Rule, provided the individual or person has a good faith belief that the practice opposed is unlawful, and the manner of the opposition is reasonable and does not involve a disclosure of protected health information in violation of these privacy policies and procedures.

Mitigation

District 19 CSB shall mitigate, to the extent practicable, any harmful effect that is known to D19 CSB of a use or disclosure of PHI, by D19 CSB or its business associates, in violation of its policies and procedures, and protocols.

Retaliation
District 19 CSB shall not intimidate, threaten, coerce, discriminate against or take other retaliatory action against any person who is the subject of PHI for exercising his/her rights or participating in the established complaint process.
District 19 CSB shall not intimidate, threaten, coerce, discriminate against or take other retaliatory action against any person for filing a complaint with the Secretary of the USDHHS.

District 19 CSB shall not intimidate, threaten, coerce, discriminate against or take other retaliatory action against any person for testifying, assisting, or participating in an investigation, compliance review, proceeding or hearing under Part C of Title XI.  

District 19 CSB shall not intimidate, threaten, coerce, discriminate against or take other retaliatory action against any person for opposing any act or practice made unlawful under HIPAA, provided that:

· The person has a good faith belief that the practice opposed is unlawful; and 

· The manner of opposition is reasonable and does not involve a disclosure of PHI in violation of the HIPAA Privacy Rule.

Role Access












The following describes permissible access to PHI based upon the function of a staff person’s role:

· Office support staff that collect initial information required to screen a consumer for services and schedule an appointment will have access to any PHI necessary to activate a referral for further assessment for services.

· Office support staff will have incidental access to PHI in order to provide receptionist and other support services necessary to facilitate service delivery.  They are restricted to the PHI that is minimally necessary to perform their function.

· Office support staff assigned to the maintenance of medical record documentation, will have access to PHI as necessary to keep medical record documentation in order per quality improvement and compliance standards.  This level of access is restricted to filing, copying per authorization, or any other clerical/support task necessary to maintain the medical record.  Office support staff is not to read the PHI within the medical records unless it is necessary to perform their assigned task, (i.e. determine what is to be copied for an authorization for release).

· Reimbursement staff will only have access to PHI essential for payment operations and for required state reporting purposes.

· The assessment direct care staff (i.e., intake staff, prescreener, MR admissions staff, day support staff, etc.) will have access to any PHI necessary to provide a comprehensive assessment of the consumer's needs in order to make quality recommendations and referral for further services or other treatment purposes.  This includes the need to discuss the case for treatment purposes with other treatment staff.

· Only staff assigned to provide treatment or assist with treatment in a consultative, supervisory, quality improvement, or other similar function are to have access to the entire medical record of PHI.  Student interns are permitted access as determined by their assignment of a specific case or for learning purposes as part of their internship.

· Staff who comprise the Quality Improvement division, the Regional Human Rights Advocate and supervisor, and any external auditors are permitted access to the entire medical record of consumers.  This is needed in order to perform the audit or investigation of services rendered and required reporting, as well as for purposes of utilization review and the improvement of the quality of services provided.

· Other D19 ancillary staff: Van drivers, maintenance/housekeeping, MIS staff, and any other ancillary service providers are only permitted access to PHI necessary to perform the assigned function of their role.
Incidental Disclosures











Incidental disclosures of PHI may occur in the process of other staff conducting their job assignments.  Examples include overhearing treatment consultations while emptying trash cans, shredding, filing, in hallways, waiting rooms, etc.  These are permissible if reasonable safeguards and precautions have been taken.  Some examples of these safeguards include:

· Lowering voice when speaking over the phone in an open area or outside a private office setting;

· Avoiding use of consumers' names when speaking outside private offices;

· Using noise screeners outside offices when practicable;

· Educating support staff to avoid reading PHI they handle for incidental purposes;

· Posting signs to remind staff to protect consumer confidentiality;

· Locking file cabinets;
· Locking records up at the end of the day;
· Concealing information to be shredded in covered containers and shredding as soon as practicable;
· Using the storage and transport procedures specified in RM 007, "Medical Records – Active and Closed Record Storage and Transport."
The following safeguards should also be in place regarding incidental disclosures:

· Waiting room lists – name only, excluding the type of service or medical need

· Calling out names in the waiting room – use first names only, if possible

· Appointment reminder calls – if a message must be left, use only the staff person’s name and the phone number and a request for the consumer to call back.  Do not identify the agency or type of appointment.

· Charts with consumer name in view – position the chart such that the name cannot be disclosed to another party entering the room (i.e., turn the record over, etc.).
· Placing records in a locked file cabinet at the end of the day.
All possible or potential incidental confidentiality disclosures cannot be comprehensively included.  Staff is to use professional judgment at all times and consult with their supervisors as needed.
Security Breaks











Disclosure of consumer record information except as authorized will not be tolerated.  Examples of various types of security breaks include, but are not limited to:

a. Medical record information is seen by unauthorized person(s).
b. Record room or file cabinets are left unlocked overnight.

c. Medical records are removed from their program location and without being checked out using an Out Card.  (See Policy RM 007 for additional information regarding Out Cards.)
d. Taking medical records off-site to catch up on documentation.

e. Non-authorized persons in the designated record room.

f. Lost medical records.

g. Unauthorized disclosure of PHI.

When any security break involving consumer information occurs, the following procedure is to be followed:

a. The staff member discovering the break will report it to the direct supervisor immediately.   The direct supervisor will report the information to the appropriate program manager.

b. The staff member will document the security incident on an “Incident Reporting Form” (HSM 003-01) according to agency policy (Policy HSM 003).
c. The immediate supervisor will investigate the break and report the findings following the chain of command.  A report of findings and actions taken will be completed at the conclusion of the investigation and must be forwarded to the Director of Operations.

d. The Director of Operations will notify the QI Supervisor and the Executive Director of confidentiality breaches involving unauthorized disclosure of confidential consumer information.

Documentation of Violations









All privacy policy, procedure and protocol violations must be documented as follows:

· Supervisory reports of violations by staff shall be given to the Division Director for review and recommended disciplinary action.  The Division Director will forward it to the Director of Human Resources, who shall:

· Review the violation;

· Contact and consult with the Director of Operations; and

· Forward the report to the Executive Director for review of the violation and proposed discipline prior to issuance.
Disciplinary Actions











Employees found to have violated PHI disclosure provisions will be disciplined in accordance with the D19 CSB Human Resources Policies and Procedures, #7.2, "Standards of Conduct," up to and including termination of employment.  The type of sanction will depend on the intent of the individual and severity of the violation.  The offenses listed below, while not all inclusive, are organized according to the severity of the violation.

Group I:  Improper and/or unintentional disclosure/access of PHI or records.
This level of breach occurs when an employee unintentionally or carelessly accesses, reviews or reveals consumer or employee PHI to himself or others without a legitimate need-to-know.  Examples include, but are not limited to:  employees who discuss consumer information in a public area; an employee leaves a copy of consumer medical information in a public area; an employee leaves a computer unattended in an accessible area with consumer information unsecured.

Group II:  Unauthorized disclosure/access, use, and/or misuse of PHI or records.
This level of breach occurs when an employee intentionally accesses or discloses PHI in a manner that is inconsistent with D19 CSB policies and procedures, but for reasons unrelated to personal gain.  Examples include, but are not limited to:  an employee looks up birth dates, address of friend or relative; an employee accesses and reviews the record of a consumer out of curiosity or concern; an employee reviews a public personality's record.

Group III:  Willful and/or intentional disclosure/access of PHI or records.
This level of breach occurs when an employee accesses, reviews or discloses PHI for personal gain or with malicious intent.  Examples include, but are not limited to:  an employee reviews a consumer record to use information in a personal relationship; an employee compiles a mailing list for personal use or to be sold.

Staff Training and Awareness Requirements








D19 CSB will ensure that all staff, students, volunteers, interns, residents, and contractual staff are appropriately trained with respect to the HIPAA Privacy Rule and the provisions of these policies and procedures. 

Staff shall receive training in the HIPAA Privacy Rule and applicable provisions of these policies and procedures no later than April 14, 2003.  Staff's roles and need for access to and use of PHI as reflected in the level of access assigned shall serve as the basis for training staff on appropriate and required privacy protection policies, procedures, and protocols. 

The following elements must be included in training on these privacy policies and procedures:

· Privacy of PHI and related staff responsibilities;

· Privacy policies and procedures, including what to do in the event of a complaint or a violation and sanctions for violations;

· Responding appropriately to requests for information from consumers receiving services and other persons;

· Implementing and tracking consumers' authorizations; 

· Maintaining appropriate safeguards for protection of PHI, including workstation use requirements relating to:

· Proper use of e-mail, cellular phones, voice mail, copy machines, fax machines, and computers; 

· File storage and protection;

· Disposal procedures; and

· Maintaining privacy in oral communications and office management.

New staff, students, volunteers, and contractual staff shall be trained in the HIPAA Privacy Rule and applicable provisions of these policies and procedures within a reasonable time after joining D19 CSB.  These policies and procedures are maintained on the D19 CSB Intranet.

Each staff member whose function is affected by a material change in these policies and procedures shall be trained on that change within a reasonable time after the change becomes effective.

When a staff’s functions or position changes to a level requiring additional training, the staff member shall receive such additional training within a reasonable time after the change occurs. 

The Director of Operations shall document that training has been provided in accordance with these requirements and retain this documentation as required by the Library of Virginia retention schedule. 

Other General Administrative Requirements for Privacy Protection





Privacy protection safeguards.  All members of D19 CSB staff must reasonably safeguard protected health information (PHI) from uses or disclosures in violation of these privacy policies and procedures.  District 19 CSB must also reasonably safeguard PHI to limit incidental uses and disclosures made pursuant to an otherwise permitted use or disclosure.
D19 CSB programs should develop internal communications procedures to promptly inform and update their receptionists and other staff who interface with consumer’s family/significant others, parole officers and other service agencies regarding who may have consumer information.  They must have current information about who specifically is and is not authorized to have consumer information and any limits on this disclosure.  When in doubt, receptionist and other staff should take the caller’s name and number and tell the caller that the call will be returned if valid authorization is on file (without confirming, revealing or denying that the consumer is receiving services).

Notice of Privacy.  The “Notice of Privacy” (HIPAA 001) shall be given to each consumer and authorized representative (if applicable) at the time of first service to ensure that they are informed of how D19 CSB is permitted to use and disclose PHI, the consumer's rights, and D19 CSB’s duties with respect to PHI.  

Notice of Human Rights.  The Human Rights Regulations require D19 CSB to notify consumers and their authorized representatives, as applicable, about the consumers' rights, including rights to privacy, confidentiality, access to records, and how to file a complaint. The notice must be in writing using the “Consumer Human Rights/Understanding of Confidentiality.” This notice must be given at admission, and every year thereafter.

Documentation and Retention Requirements.  The Director of Operations shall maintain in written or electronic form:

· These policies and procedures, and protocols developed to implement them; 

· A copy of any communication required by these policies and procedures to be in writing; and

· A record of any action, activity, or designation required by these policies and procedures to be documented.

The documentation required above shall be retained for six years from the date of its creation or the date when it was last in effect, whichever is later, or as prescribed in the Library of Virginia document retention schedule if that schedule requires retention longer than six years.  

Protocols/Compliance Plan.  Compliance with the D19 CSB HIPAA Plan is the responsibility of all staff, students, volunteers, interns, residents, and contractual workers.

· Continuous monitoring of privacy protection compliance will be achieved via observation and self-assessment.  Reporting of known or suspected violations will be completed in accordance with the reporting mechanisms identified in the District 19 CSB Compliance Plan (i.e., chain of command or feedback loops.)

· Inappropriate practices and violations related to privacy will be identified, monitored and rectified during routine compliance reviews/audits conducted by Quality Improvement staff, as well as Program Managers/Directors.  Peer reviews will be another mechanism used to monitor compliance with the HIPAA Plan.

· Written reports will specify the identified inappropriate practices or violations and will be provided to Managers, Division Directors and the Director of Operations, as appropriate. Corrective Action Plans will be developed in response to the compliance review/audits to rectify violations/issues.

Chapter Three: Notice of Privacy

Introduction













This Chapter covers the notice that must be given to consumers, or their authorized representatives (ARs) if applicable, regarding the uses and disclosures of PHI that may be made by D19 CSB, and of the consumer’s rights and D19 CSB’s legal duties with respect to PHI.

· The “Notice of Privacy,” (HIPAA 001) must be given to a consumer, or the consumer’s AR if applicable, at the time of first service.

· Each consumer or authorized representative will also be provided information, as applicable, about the federal protections of substance abuse record confidentiality.  Substance abuse records include records that identify consumers concerning diagnosis, treatment, education, application, or referral for substance abuse services. 
Note:  Information regarding applicability of 42 C.F.R. Part 2:  42 C.F.R. Part 2 protects “consumers” who have applied for, participated in, or received an interview, counseling, or any other service from a federally assisted alcohol or drug abuse program, including someone who, after arrest on a criminal charge, is identified as an alcohol or drug abuser during an evaluation of eligibility for treatment.  Applicants are included, whether or not they are admitted to the program. 

The General Rule











Staff shall complete and provide every consumer, or his/her AR if applicable, with a paper

copy of the “Notice of Privacy” (HIPAA 001): 
· At the time of first service from D19 CSB or, in an emergency situation, as soon as reasonably practicable after the emergency; and

· Any time the consumer or AR requests a copy of the “Notice of Privacy” (HIPAA 001).

The “Notice of Privacy” (HIPAA 001) meets the requirements of the HIPAA Privacy Rule.

Except in an emergency, D19 CSB shall make a good faith effort to obtain written acknowledgement of receipt of the “Notice of Privacy” (HIPAA 001) by obtaining the consumer's or AR’s signature and date on the “Acknowledgement of Receipt of the Notice of Privacy” (HIPAA 002).  If the consumer or authorized representative refuses to sign the “Acknowledgement of Receipt of the Notice of Privacy” (HIPAA 002), staff must document good faith efforts to obtain acknowledgement and the reasons acknowledgement was not obtained.  The signed "Acknowledgement of Receipt of the Notice of Privacy" (HIPAA 002) will be filed in Section I of the medical record.

Standard Form











The “Notice of Privacy” (HIPAA 001) may be found on the D19 CSB Intranet.

The “Notice of Privacy” (HIPAA 001) may not be amended or altered by anyone in any manner, nor may it be combined with any other form or document without the express written approval of the Executive Director.
Plain Language and Alternative Communications






Each program shall consider and document the use of alternative means of communications to

assure clarity and validity of the notice process.  Such alternative means of communications may include providing the “Notice of Privacy” (HIPAA 001) in the primary language of consumers and authorized representatives (AR’s) with limited English proficiency, and shall include:

· Providing special attention to persons who cannot read, or who have limited comprehension abilities (e.g. provide employee readers, video presentations, story boards, picture books, etc.); and

· Providing Braille, interpreter or equivalent services for persons who are blind, deaf, hard of hearing or late deafened.

Access to Notice of Privacy










District 19 CSB shall assure access to the “Notice of Privacy” (HIPAA 001) by:
· Posting it in a clear and prominent location at each program;

· Making paper and electronic copies available to give to anyone; and

· Posting it on the D19 CSB website.  

Revisions to the Notice of Privacy









The Director of Operations must promptly revise and distribute the “Notice of Privacy” (HIPAA 001) whenever there is a material change to the uses or disclosures, the consumer’s rights, D19 CSB’s legal duties, or other privacy practices stated in the “Notice of Privacy” (HIPAA 001).

Except when required by law, a material change to any term of the “Notice of Privacy” (HIPAA 001) may not be implemented prior to the effective date of the “Notice of Privacy” (HIPAA 001) in which the material change is reflected.

Program Protocols











Each program's protocols to assure compliance with the provisions of this Chapter must be

consistent with the chart that follows.

	Giving Notice When:
	Procedures

	The consumer is capable of understanding the “Notice of Privacy” (HIPAA 001) or is accompanied by his/her AR
	· Explain the purpose of the “Notice of Privacy” (HIPAA 001) and, if circumstances permit, review the provisions of the “Notice of Privacy” (HIPAA 001) with the consumer or AR.
· Answer any questions the consumer or AR may have regarding the privacy practices.
· Ask the consumer or AR to sign and date the "Acknowledgement of Receipt of the Notice of Privacy” (HIPAA 002).
· File the "Acknowledgement of Receipt of the Notice of Privacy" (HIPAA 002) in Section I of the medical record.

	The consumer’s ability to understand the provisions of the “Notice of Privacy” (HIPAA 001)  is impaired and he is not accompanied by an AR

(Continued)
	· Review the provisions of the “Notice of Privacy” (HIPAA 001) with the consumer, to the extent that the consumer is capable of attending to and understanding the information.

· Document on the "Acknowledgement of Receipt of the Notice of Privacy" (HIPAA 002) that the “Notice of Privacy” (HIPAA 001) was provided, but the consumer’s understanding was limited.

· Contact the AR as soon as practical and make arrangements to provide the “Notice of Privacy” (HIPAA 001) in a form agreeable to the AR.

· Ask the consumer or AR to sign and date the "Acknowledgement of Receipt of the Notice of Privacy” (HIPAA 002).
· Document the steps taken to provide the AR with a copy of the “Notice of Privacy” (HIPAA 001).
· File the "Acknowledgement of Receipt of the Notice of Privacy" (HIPAA 002) in Section I of the medical record.

	The consumer is incapable of understanding the “Notice of Privacy” (HIPAA 001)  and has no AR
	· Review the provisions of the “Notice of Privacy” (HIPAA 001) with the consumer, to the extent that the consumer is capable of attending to and understanding the information.

· Document on the acknowledgement form that the “Notice of Privacy” (HIPAA 001) was provided but the consumer’s understanding was limited and no AR was available.

· Provide the “Notice of Privacy” (HIPAA 001) again when the consumer is capable of understanding or when an AR is designated.

· Ask the consumer or AR to sign and date the "Acknowledgement of Receipt of the Notice of Privacy" (HIPAA 002).
· File the "Acknowledgement of Receipt of the Notice of Privacy" (HIPAA 002) in Section I of the medical record.

	The consumer or AR will not sign the

"Acknowledgement of Receipt of the Notice of Privacy" (HIPAA 002).

	· Document on the "Acknowledgement of Receipt of the Notice of Privacy" (HIPAA 002) how “Notice of Privacy” (HIPAA 001) was given, that the consumer or AR did not sign the form, and the reason why the "Acknowledgement of Receipt of the Notice of Privacy" (HIPAA 002) was not obtained.
· File the "Acknowledgement of Receipt of the Notice of Privacy" (HIPAA 002) in Section I of the medical record.


Chapter Four:  Uses and Disclosures of

Protected Health Information
Introduction












· Under the HIPAA Privacy Rule, certain uses and disclosures of PHI are required, certain uses and disclosures are permitted without valid authorization of the consumer or the consumer’s authorized representative (AR), and certain uses and disclosures are prohibited without valid authorization.  Similarly, under state law and regulations, certain uses and disclosures of PHI are required, certain uses and disclosures are permitted without valid authorization of the consumer or AR, and certain uses and disclosures are prohibited without valid authorization.  For many types of disclosures, one law preempts the other law.  This Chapter addresses the interplay between the HIPAA Privacy Rule and state law and regulations.

· One category of permitted uses and disclosures—those authorized by the consumer or the consumer’s AR—is treated separately in Chapter Six.  
The General Rule











 SEQ CHAPTER \h \r 1Protected health information (PHI) shall be used and disclosed only as required, authorized or permitted by law, the policies and procedures contained within this document consistent with those laws, and protocols developed consistent with the provisions of these policies and procedures.   

All PHI that D19 CSB maintains or knows about a consumer shall remain confidential.  District 19 CSB shall maintain the privacy of any information that identifies a consumer who is receiving services from D19 CSB, except as addressed in this Chapter and in Chapter Five.  District 19 CSB shall prevent improper uses and disclosures of information from medical records and convey any information disclosed in a secure manner.  If valid authorization for use or disclosure is required, D19 CSB shall obtain the valid authorization of the consumer, or the AR if applicable, before disclosing information in accordance with the provisions of Chapter Six. 

Substance Abuse Records










If a consumer’s medical record pertains in whole or in part to application or referral for treatment, diagnosis or treatment of substance abuse, D19 CSB shall release information only in accordance with 42 C.F.R. Part 2.

Federal law (42 C.F.R. Part 2) permits disclosure of protected health information without valid, written authorization in the following circumstances only:
1. Pursuant to an agreement with a qualified service organization/business associate;

2. For research, audit or evaluations;

3. To report a crime committed on D19 CSB’s premises or against D19 CSB personnel;

4. To medical personnel in a medical emergency;

5. To appropriate authorities to report suspected child abuse or neglect;

6. As allowed by a Subpart E court order.

A statement shall be attached to all PHI disclosed (whether or not it contains SA information) informing the recipient that the PHI must not be disclosed to anyone else unless the consumer provides authorization or unless the law allows or requires further disclosure without authorization.  The “Disclosure of Protected Health Information Cover Letter” (HIPAA 003) contains such a statement and should be attached to all disclosures. 

If written and/or verbal disclosures are made which contain substance abuse information, a written statement must still be sent.  This statement, not the authorization form itself, should be delivered and explained to the recipient at the time of the disclosure. The following statement must accompany all disclosures of SA information: “This information has been disclosed to you from records protected by Federal confidentiality rules (42 C.F.R. Part 2).  The Federal rules prohibit you from making any further disclosure of this information unless further disclosure is expressly permitted by the written consent of the person to whom it pertains or as otherwise permitted by 42 C.F.R. Part 2.  A general authorization for the release of medical or other information is NOT sufficient for this purpose.  The Federal rules restrict any use of this information to criminally investigate or prosecute any alcohol or drug abuse patient.”  The “Disclosure of PHI Cover Letter” (HIPAA 003) contains such a statement and shall be sent to the recipient of the substance abuse information disclosed, verbally or in writing, by D19 staff.  If the disclosure is verbal, staff will send the “Disclosure of PHI Cover Letter” (HIPAA 003) immediately after the disclosure.  If the disclosure is written, the “Disclosure of PHI Cover Letter” (HIPAA 003) will accompany the information disclosed in writing.
When conducting a crisis prescreening to assess the need for a temporary detention order (TDO) for inpatient hospitalization, only SA information relevant to the cause for admission should be entered onto the prescreening form.  The precipitating psychiatric emergency is considered to be ongoing until the decision regarding the TDO is made, but no longer than 24 hours.  Example: the person being prescreened has psychoactive substances in their system causing erratic behavior or the person is at risk of going into DT’s.  If relevant to the admission, SA use information for the prior 30 days may be included.

The prescreening form should be placed into a sealed envelope for transport by the deputy to the receiving inpatient hospital.

HIV/AIDS












Federal and state law strictly limits disclosure of HIV/AIDS information to specific situations, even with valid authorization.

The results of every test to determine infection with Human Immunodeficiency Virus shall be

confidential.  HIV/AIDS information should not be transmitted via facsimile machine unless urgently needed for consumer care.  Redisclosure of information relating to HIV/AIDS should be prohibited unless specifically authorized by the consumer/representative.  Information about HIV/AIDS test results and status may only be released without valid authorization to the following persons:

· The tested consumer and/or authorized representative.
· A person designated by the consumer/authorized representative in writing using valid authorization (e.g. “Authorization to Disclose Confidential Information” (HIPAA 004).)
· The Virginia Health Department and their disclosures to other state Departments of Health for the purpose of disease surveillance and investigation.

· Healthcare providers for purposes of consultation or providing care and treatment to the consumer or consumer’s newborn child who at the time of birth was known to be infected with HIV.

· Agency committees and staff that monitor, evaluate, or review programs and services (e.g. QI, UR, peer review, etc.)

· Medical or epidemiological researchers for use as statistical data. 

· When compelled to release the information by a court order. 

· Any facility which procures, processes, distributes or uses blood, other body fluids, tissues or organs.
· The parents or legal custodian of the consumer if he/she is a minor. 

· The spouse of the consumer.
· According to Virginia law, if a D19 CSB employee is directly exposed to the body fluids of a consumer in a manner that may transmit HIV, hepatitis B or viruses according to the current Centers for Disease Control (CDC) guidelines, the consumer shall be deemed to have consented to testing for HIV infection and to disclosure of the test results to the exposed employee.

· Any person authorized by law to access the information.

Prior to disclosure without valid authorization, staff should consult with his/her supervisor before disclosing information regarding HIV/AIDS status.
Redisclosure Statement










A statement shall be attached to all PHI disclosed (whether or not it contains SA information)
 informing the recipient that the PHI must not be disclosed to anyone else unless the consumer provides valid authorization or unless the law allows or requires further disclosure without authorization.  The “Disclosure of Protected Health Information Cover Letter” (HIPAA 003) contains such a statement and should be attached to all disclosures. 

Disclosures Not Required by Law









If a disclosure is not required by law, staff must give strong consideration to any objections from the consumer, or the authorized representative if applicable, in making the decision to release information.

Verification












Prior to disclosing PHI to any third party, the identity and authority of the requester must be verified in accordance with the procedures described in this Chapter.  

Psychotherapy Notes Treated Specially








The HIPAA Privacy Rule treats psychotherapy notes as a special category of PHI to which special rules apply.  If use or disclosure of psychotherapy notes is at issue, refer only to this section and sections referenced within this section, as the remainder of this Chapter does not apply to psychotherapy notes.

District 19 CSB may use or disclose psychotherapy notes without valid authorization only under the following conditions:

· To carry out the following treatment, payment, or health care operations:

· Use by originator of the psychotherapy notes for treatment; 
· Use or disclosure by D19 CSB in its own training programs in which students, trainees, or practitioners in mental health learn under supervision to practice or improve their skills in group, joint, family, or individual counseling; or 
· Use or disclosure by D19 CSB to defend itself in a legal action or other proceeding brought by the consumer; 

· When requested by the Secretary of the U.S. Department of Health and Human Services (USDHHS) (see “Disclosures Required Under the HIPAA Privacy Rule – Disclosures to USDHHS” in this Chapter);
· When required by law (see “Disclosures Permitted Without Valid Authorization – Disclosures Required by Law” in this Chapter);
· When used or disclosed for health oversight purposes with respect to oversight of the originator of the notes (see “Disclosures Permitted Without Valid Authorization – Health Oversight Activities” in this Chapter);

· When provided to coroners and medical examiners as authorized by law (“Disclosures Permitted Without Valid Authorization – Medical Examiner” in this Chapter); and

· When used or disclosed to avert a serious threat to health and safety (see “Disclosures Permitted Without Valid Authorization – Averting a Serious Threat to Health or Safety” in this Chapter.)
Note:  Consumers do not have access to psychotherapy notes.  Procedures for processing requests for consumer/authorized representative access to protected health information are addressed in Chapter Eight.
Verbal Agreements Prohibited









Although the HIPAA Privacy Rule permits verbal agreements for certain types of uses and disclosures, verbal agreements are not permitted under the Human Rights Regulations and shall not be used or relied upon under any circumstances.  This means that D19 staff may not rely upon verbal authorization from a consumer or a consumer’s authorized representative.
PHI Disclosed to a Business Associate








Prior to disclosing PHI to a business associate, a contract or MOU containing appropriate business associate provisions must be executed.  See Chapter Eleven.  If staff is going to release information without valid authorization to a business associate, staff must ensure that the appropriate business associate agreement has been executed prior to disclosure.
De-identified PHI Disclosure








 

Staff may use or disclose health information that does not identify any specific consumer without being in violation of this Chapter. See Appendix A for requirements regarding de-identified information.

Verification of PHI Requests









Prior to disclosure of PHI, staff shall verify the identity of the person requesting the information and the authority of such person or entity to access such information, if the identity or authority of the person is not known.  Staff shall also obtain any documentation, statements, or other representations, whether oral or written, from the person requesting the PHI when such documentation, statement, or representation is a condition of the disclosure.

If a consumer has changed his/her name since admission, and his/her medical record had been established in a previous name, the following documentation will be requested to support the name change:

· signed and filed or notarized divorce and/or other court papers documenting the name change; or

· driver's license with documented name change

The supporting documentation will be filed in Section V, "Correspondence" section of the record.

When a consumer requests access to his/her record, a copy of his/her record, and/or a release of information from the record, staff is to verify the consumer's identity, if unknown.

When a legal guardian or authorized representative requests access to a consumer's record, copy of the consumer's record, or a release of information from the consumer's record, supporting court papers documenting legal guardianship and driver's license or other type of identification card, i.e. social security card, must be presented to verify a) identity and b) legitimacy of their role for representation of the consumer.

Disclosures to public officials--identity.  If reasonable under the circumstances, D19 CSB may rely on the following to verify identity when the disclosure of PHI is to a public official or a person acting on behalf of the public official: 

· If the request is made in person, presentation of agency identification badge, other official credentials, or other proof of government status;

· If the request is in writing, the request is on the appropriate government letterhead; or

· If the disclosure is to a person acting on behalf of a public official, a written statement on appropriate government letterhead that the person is acting under the government's authority or other evidence or documentation of agency, such as a contract for services, memorandum of understanding, or purchase order, that establishes that the person is acting on behalf of the public official. 

Disclosures to public officials -- authority.  If reasonable under the circumstances, D19 CSB
 may rely on any of the following to verify authority when the disclosure of protected health information is to a public official or a person acting on behalf of the public official: 

· A written statement of the legal authority under which the information is requested, or, if a written statement would be impracticable, an oral statement of such legal authority;

· If a request is made pursuant to legal process, warrant, subpoena, order, or other legal process issued by a grand jury or a judicial or administrative tribunal, it is presumed to constitute legal authority.  (Refer to Chapter Five for information about responding to court orders, subpoenas, and warrants.)

These verification requirements are met if D19 CSB acts on a good faith belief in making a disclosure to avert a serious threat to health or safety.

Disclosures Required Under the HIPAA Privacy Rule






The HIPAA Privacy Rule requires disclosure of PHI in only two circumstances.

Disclosures to USDHHS
The HIPAA Privacy Rule requires that D19 CSB disclose PHI, including psychotherapy notes, when required by the Secretary of USDHHS to do so.  The minimum necessary rule (see Chapter Seven) does not apply to such disclosures.

Whenever any staff receives a request from the Secretary of USDHHS to disclose PHI, he or she must immediately notify and forward the request to the Director of Operations.

Access to PHI by a Consumer or Authorized Representative Upon Request
Whenever a consumer or his/her authorized representative requests access to the consumer’s own PHI, access must be granted in accordance with the provisions in Chapter Eight.  
The minimum necessary rule (see Chapter Seven) does not apply to such disclosures.

Disclosures Permitted Without Valid Authorization






Emergency Disclosure 

Disclosure may be made to any person necessary when a medical or psychiatric emergency exists.  An emergency is “a situation that requires a person to take immediate action to avoid harm, injury, or death to a consumer receiving services or to others.”  Give, send or fax copies of the necessary medical and medication history to emergency response and ER staff.   Note: Not all treatment sought from a hospital emergency room meets this definition.

Note: (For records containing substance abuse information) 42 C.F.R. Part 2 does not permit such a broad disclosure, limiting the definition of “medical emergency” to a situation that poses an immediate threat to health and requires immediate medical intervention.  Under 42 C.F.R. Part 2, the situation must be one requiring immediate medical attention.  A dangerous drug overdose or attempted suicide would be such a medical emergency.  This medical emergency definition would include mental health experts that are treating a condition that poses an immediate threat to the health of any individual.   

42 C.F.R. Part 2 limits disclosure to medical personnel only.  Programs governed by 42 C.F.R. Part 2 cannot disclose confidential information to the police or other non-medical personnel, including family members.  A program that wants to be able to notify family members in the event of a medical emergency should ask the consumer in advance to name someone to be notified and should have the consumer complete a valid authorization form authorizing the program to notify that person of the consumer’s condition and whereabouts in the event that a medical emergency should arise.  

The guideline is “seek much, disclose little”.   Maintain confidentiality as much as possible and only give necessary information to respond to the emergency.  Information gained as part of the consumer:therapist relationship is confidential.  The observable circumstances that characterize the emergency are not confidential and may be discussed.

a. In responding to a phone call requesting prescreening and/or crisis services in an emergency, staff should attempt to verify the legitimacy of the request and, to the degree possible, the identity of the caller.

b. It is always advisable to seek written or verbal consent for treatment, even in emergencies, if time allows and if the consumer is not jeopardized by a treatment delay.

c. Consumer objection  If a consumer objects to discussions with or disclosure to certain people during an emergency, use clinical judgment and determine whether an emergency still exists (up to 24 hours or until the Magistrate makes a decision about a TDO for inpatient psychiatric treatment.)  Clear documentation of this decision in the medical record is needed.  If it is deemed to be an emergency, talk to essential people and disclose enough information to secure the needed intervention and protection.
d. Documentation  All disclosures under emergency conditions require a progress note with clinical justification for the decision that an emergency exists, describing the actions taken, including the names/positions of those receiving the information.  
Internal Disclosures

The Code of Virginia and Federal Substance Abuse regulations allow for information to be exchanged during the normal course of business among and between D19 CSB staff, its programs and its service contractors in order to provide and coordinate treatment services.  

State Facilities 

D19 CSB and the DMHMRSAS facilities (for example, Central State Hospital) are permitted to exchange information required to prepare and implement a comprehensive ISP including a discharge plan.  This applies to active consumers and residents in facilities.  Where a consumer has refused consent, CSBs and state facilities may exchange information required to prepare and implement a comprehensive individualized services plan, including a discharge plan.  CSBs may disclose information to providers identified in the discharge plan to secure services.  Note: Under no circumstances does this include disclosure of substance abuse or HIV/AIDS status information without court authorizing papers or valid authorization from the consumer.
Jails/Correctional Institutions 

District 19 CSB may disclose a consumer’s PHI to a correctional institution where necessary in connection with the care of the consumer or where required by state or federal law.  All other disclosures to correctional institutions require valid authorization from the consumer.  Note: Under no circumstances does this include disclosure of substance abuse or HIV/AIDS status information without court authorizing papers or valid authorization from the consumer.

Power of Attorney, Authorized Representative and Advance Directives
Disclosure is granted to a consumer’s agent or decision-maker consistent with that person’s legal status.  Their authority includes, but is not limited to, powers granted under a court order, an Advance Directive (living will), durable healthcare power of attorney, or under the Virginia Healthcare Decisions Act.  Examples include the power to receive and make PHI disclosures, treatment decisions, end of life decisions, and post-mortem decisions regarding donations of anatomical gifts, organs, tissues or eyes.

Note:  For substance abuse consumers, 42 C.F.R. Part 2 limits those who may act in place of the consumer to individuals who have been legally appointed the consumer’s guardian.  42 C.F.R. does not authorize others, including someone holding power-of-attorney, to consent to disclosures on the consumer’s behalf.   Consequently, drug and alcohol programs may only permit legal guardians appointed by the court to sign authorization forms on behalf of an individual who has been adjudicated incompetent.  All other consumers must sign their own authorization forms. 

Disclosures For Treatment, Payment, and Health Care Operations (TPO)
HIPAA allows covered entities to use and disclose PHI without a consumer’s prior valid  authorization for treatment, payment and health care operations.  The HIPAA definitions for disclosures without valid authorization for treatment, payment and health care operations are very specific and limited.  When making disclosures for treatment, payment and health care operations purposes, staff must determine that the situation falls within the limits of the specific definition. (Refer to Chapter One for the definitions of treatment, payment, and health care operations.)  If the disclosure is not required by law, give strong consideration to any objections from the consumer or his/her authorized representative in making the decision to release information.  

Please note:  Disclosures regarding substance abuse or medically sensitive information (i.e. HIV/AIDS) for treatment, payment, and health care operations purposes are not allowed without valid authorization.  Hence, we must continue to obtain prior valid authorization from the consumer for disclosures regarding substance abuse and HIV/AIDS information.
Note:  Special rules apply to psychotherapy notes; see “Psychotherapy Notes Treated Specially” in this Chapter.
Consumers and their authorized representatives may request restrictions on the use or disclosure of information for treatment, payment and health care operations purposes.  When a consumer or his/her authorized representative makes such a request, the procedures in Chapter Eight shall be followed.

Disclosure to Third Party and Governmental Payers (Does not apply to substance abuse and/or HIV/AIDS information.   A valid  authorization is needed for substance abuse and/or HIV/AIDS information.)
A consumer who requests that a bill be submitted to a third party payer for payment is deemed to have consented to the disclosure of the following information to that third party payer pursuant to the Code of Virginia.  Disclosure is also permitted for the purpose of coordinating receipt of healthcare benefits from a governmental agency or during a review or benefit eligibility and/or provision of services.

a. The consumer’s name and the contract/policy number.

b. The date the consumer was admitted to D19 CSB or the date the consumer began receiving services.

c. The date of onset of the consumer’s illness.

d. The date the consumer was discharged from D19 CSB or the date that services were terminated.

e. The diagnosis, with brief information substantiating the diagnosis.

f. A brief description of the services provided.

g. The consumer’s relationship to the contract subscriber or policyholder.

h. Status of individual, whether inpatient or outpatient;  and 

i. The individual’s relationship to the contract subscriber or policyholder.

In the event the third party payer is unable to settle the claim based on the information provided above, a physician or other medical professional employed by the third party payer may request additional information stating the reasons for the request.  The additional information may then be forwarded to the third party payer.

Disclosures Required by Law

District 19 CSB's staff shall disclose PHI as required by state and federal law or regulation.  Disclosure shall be limited to the relevant requirements of the applicable law.  Examples include:

· Reports to the Department of Motor Vehicles (DMV) pursuant to the Code of Virginia. concerning a consumer’s competence to drive a motor vehicle;

· Reports to local Departments of Social Services (DSS) of neglect or abuse of a child or incapacitated adult (Note: Federal substance abuse confidentiality regulations do not permit reporting of adult abuse.); and

· Reports to the Virginia Department of Health (VDH) of diseases and exposures to toxic substances as required by the Code of Virginia.

Note:  If situations involve substance abuse or medically sensitive information (i.e., HIV/AIDS, etc.),  be mindful that only a generic description, without revealing a consumer’s SA or medically sensitive status or history, may be used in making reports.   
The “Minimum Necessary Rule” (see Chapter Seven) does not apply to uses and disclosures required by law.

Public Health Activities 

District 19 CSB staff may disclose PHI to a public health authority that is authorized by law to collect or receive such information for the purpose of preventing or controlling disease, injury or disability, including but not limited to, the reporting of disease, injury, vital events such as birth or death, and the conduct of public health surveillance, public health investigations, and public health interventions.

Examples include:

· Reportable diseases as prescribed by the State Board of Health Regulations (See Code of Virginia.)  Reports shall be made in accordance with the Code of Virginia, which requires a physician who treats or examines any person who is suffering from or suspected of having a reportable disease to report the person’s name, address, age or date of birth or both, sex, race, name of disease diagnosed or suspected, and the date of onset of illness.  Reports are to be made to the local health department by the physician or his/her designee.

· Reports of infectious disease to a person practicing funeral services (See the Code of Virginia.)

· Reports to a person subject to the jurisdiction of the Food and Drug Administration:

· To report adverse events (or similar reports with respect to food or dietary supplements), product defects or problems (including problems with the use or labeling of a product), or biological product deviations, if the disclosure is made to the person required or directed to report such information to the Food and Drug Administration;

· To track products if the disclosure is made to a person required or directed by the Food and Drug Administration to track the product;

· To enable product recalls, repairs, or replacement (including locating and notifying persons who have received products of product recalls, withdrawals, or other problems); or 

· To conduct post marketing surveillance to comply with requirements or at the direction of the Food and Drug Administration.
· Disclosures pursuant to the Code of Virginia, which allows the Commissioner of Health access to medical records in the course of investigation, research or study of diseases or deaths of public health importance.
· Reports of active cases of tuberculosis (TB) to the local health director (See the Code of Virginia.)

· Reports of venereal disease (See the Code of Virginia.)

· Information requested by the State Registrar regarding any birth or death (See the Code of Virginia.) 

· Reports of cancer and tumors to the Virginia Cancer registry as required by the Code of Virginia.
· Health care data reporting pursuant to the Code of Virginia – Virginia Patient Level Data System.
Note:  If situations involve substance abuse or medically sensitive information (i.e., HIV/AIDS, etc.), be mindful that only a generic description, without revealing a consumer’s SA or medically sensitive status or history, may be used in making reports.   
Staff making such disclosures shall confirm and document in the consumer’s medical record, or as otherwise appropriate, the public health activity prompting the disclosure.   

If a staff member is unsure whether a particular disclosure is permissible as a public health activity, staff should seek valid authorization.

Deceased and Mentally Incapacitated Persons
A consumer’s family may be notified that he or she has died.  However, the medical records of a deceased or a mentally incapacitated or incompetent consumer may only be disclosed to properly authorized persons.  If there is an estate executor, this person must authorize, via valid authorization, any disclosures of PHI. If there is no executor, records can be disclosed to the following persons in the following order of priority according to the Virginia Healthcare Decisions Act: personal representative (agent with power of attorney, a guardian, a committee), (or executive/administrator of a deceased person’s estate), then to the next of kin in the following order of priority: spouse, adult son or daughter, either parent, adult sister or brother, or any other relative in order of blood relationship.

Medical Examiner  

The Medical Examiner’s office is authorized to investigate the cause and manner of the death of any person:

a. From trauma, injury, violence, poisoning, accident, suicide or homicide

b. Suddenly when in apparent good health

c. When unattended by a physician

d. In jail, prison, other correctional institution or police custody

e. Suddenly as an apparent result of fire

f. In any suspicious, unusual or unnatural manner.

The Medical Examiner making an investigation into the cause and manner of death is authorized to inspect and copy pertinent medical records of the decedent whose death he/she is investigating.  
Abuse, Neglect, or Exploitation
Please note:  For reports of abuse and neglect (child and adult) to the local Department of Social Services, prior notification to the consumer regarding disclosures without valid authorization is required.  However, District 19 need not provide prior notification of the disclosure to the consumer whom it believes to be the victim of abuse or neglect if D19 staff, in the exercise of professional judgment, believes that:

a. Informing the consumer would place the consumer at risk of serious harm; or 

b. If District 19 would inform the authorized representative, and D19 reasonably believes that the authorized representative is responsible for the abuse or neglect, and that informing such person would not be in the best interest of the consumer.

If a decision is made not to provide prior notification, this should be documented to include the reason why.

Child Abuse and Neglect

Any health professional that has reason to suspect that a child is abused or neglected shall report the matter immediately to the local Department of Social Services.  Social Services will report to law enforcement if indicated according to the Code of Virginia.
The person making the report is required, upon request, to make available to the Child Protective Services Coordinator and the local Department of Social Services, any records or reports which document the basis for the report of suspected child abuse and neglect.

Please note:  For SA consumers, 42 C.F.R. Part 2 permits an initial report only and a written confirmation of the initial report.  Requests or even subpoenas for additional information or records, even if the records are sought for use in civil or criminal investigations or proceedings, resulting from the program’s initial report, are not permitted unless the consumer provides valid authorization or there is an appropriate Subpart E court order.  This limitation applies even if a judge who wants the information has ordered the consumer who is the subject of the abuse or neglect report into treatment.

Adult Abuse and Neglect 

Any health professional that has reason to suspect that a disabled or elderly (60 years or older) adult is abused, neglected or exploited by a caregiver shall report the matter immediately to the local Department of Social Services.   Social Services will report to law enforcement if indicated according to the Code of Virginia.  The person making the report is required to disclose any records or reports that document the basis of the suspected abuse or neglect.

For substance abuse consumers: 42 C.F.R. Part 2 allows reporting of child abuse or neglect and does not permit the reporting of other kinds of abuse or neglect, including adult abuse and neglect. Note:  If situations involve substance abuse or medically sensitive information (i.e., HIV/AIDS, etc.),  be mindful that only a generic description, without revealing a consumer’s SA or medically sensitive status or history, may be used in making reports.   

DSS Abuse Investigations  

D19 staff shall cooperate fully with Department of Social Services’ child-protective and adult-protective services staff (and any multi-disciplinary teams) and share information with them in the detection, prevention or investigation of known, alleged or suspected abuse, neglect or exploitation.   

Please note:  For SA consumers, 42 C.F.R. Part 2, permits an initial report only and a written confirmation of the initial report.  Requests or even subpoenas for additional information or records, even if the records are sought for use in civil or criminal investigations or proceedings, resulting from the program’s initial report, are not permitted unless the consumer provides valid authorization or there is an appropriate Subpart E court order.  42 C.F.R. Part 2 allows reporting of child abuse or neglect and does not permit the reporting of other kinds of abuse or neglect, including adult abuse and neglect. Note:  If situations involve substance abuse or medically sensitive information (i.e., HIV/AIDS, etc.),  be mindful that only a generic description, without revealing a consumer’s SA or medically sensitive status or history, may be used in making reports.   

 Reporting to Police 

· D19 CSB must report to the police all cases of suspected sexual abuse of disabled or aged (60 or older) adults.  
· Please note: For sexual abuse cases, staff must also make a report to Adult Protective Services, except if it involves substance abuse consumers.  Note:  If situations involve substance abuse or medically sensitive information (i.e., HIV/AIDS, etc.),  be mindful that only a generic description, without revealing a consumer’s SA or medically sensitive status or history, may be used in making reports.   

· D19 CSB may report other crimes against an adult consumer but only after obtaining the consumer’s prior valid authorization.  

· D19 may disclose limited protected health information to law-enforcement officials, in response to their request, for the purpose of identifying or locating a suspect, fugitive, person required to register pursuant to the Sex Offender and Crimes Against Minors Registry Act (Code of Virginia), material witness, or missing person, provided that only the following information may be disclosed:

· Name and address of the person,
· Date and place of birth of the person,

· Social security number of the person, 

· Blood type of the person, 

· Date and time of treatment received by the person, 

· Date and time of death of the person, where applicable 

· Description of distinguishing physical characteristics of the person, and 

· Type of injury sustained by the person.

· D19 CSB may disclose protected health information to law-enforcement officials regarding the death of an individual for the purpose of alerting law enforcement of the death if the health care entity has a suspicion that such death may have resulted from criminal conduct.
Crime on premises 

· D19 CSB may disclose protected health information to law-enforcement officials when we believe in good faith that the information disclosed constitutes evidence of a crime that occurred on our premises.
· Please note: In reporting a crime on premises, HIPAA and state law permit disclosure of protected health information that the program “believes in good faith” to be evidence of criminal conduct.  42 C.F.R. Part 2 permits a program to disclose information regarding the circumstances of the incident including the suspect’s name, address, last known whereabouts, and status as a consumer in the program.  

· Substance abuse programs must work within these limits and disclose only that information permitted under both HIPAA and 42 C.F.R. Part 2 when reporting crimes against program personnel or on program premises.

Programs often lack absolute proof regarding who committed a crime on the premises, such as a theft from a counselor’s desk.  A program may report a suspected consumer to law enforcement in such circumstances, provided the program has reasonable grounds to believe that the person being reported did commit the crime.  However, programs should not provide law enforcement authorities with a blanket list of all possible suspects. 
Crime against program personnel

Please refer to the “Disclosures by Crime Victims” section in Chapter II of the HIPAA Plan for information regarding disclosures to police if staff is a victim of a crime.
Health Oversight Activities
District 19 CSB may disclose PHI to a health oversight agency for oversight activities authorized by law, including audits; civil, administrative, or criminal investigations; inspections; licensure or disciplinary actions; civil, administrative, or criminal proceedings or actions; or other activities necessary for appropriate oversight of: 

· The health care system; 

· Government benefit programs for which health information is relevant to beneficiary eligibility; 

· Entities subject to government regulatory programs for which health information is necessary for determining compliance with program standards; or 

· Entities subject to civil rights laws for which health information is necessary for determining compliance.

Note:  Psychotherapy notes may be disclosed only for health oversight activities related to the originator of the notes.  (See “Psychotherapy Notes Treated Specially” in this Chapter.)
Health oversight activities do not include any investigations or activities in which the consumer is the subject of the investigation or activity, and such investigation or activity does not arise out of and is not directly related to: 

· The receipt of health care; 

· A claim for public benefits related to health; or

· Qualification for, or receipt of, public benefits or services when the health of the consumer is integral to the claim for benefits or services.

Disclosures allowed include those to:

· The Inspector General pursuant to the Code of Virginia 
· VOPA pursuant to the Code of Virginia 

· The Department of Health Professions pursuant to the Code of Virginia 

· The U.S. Department of Justice in connection with a Civil Rights for Institutionalized Persons Act investigation

· The Department’s Office of Human Rights pursuant to the Code of Virginia
· Local Human Rights Committees and the State Human Rights Committee of any information necessary for the conduct of their responsibilities

· The Department’s Office of Licensing for licensing activities

· Requests by members of the Forensic Review Panel for review of clinical records (or of copies from the record of the forensic patients) will be handled in accordance with the procedures described in the DMHMRSAS NGRI Manual and individual conditional release plans

If a staff member is unsure whether a particular disclosure is permissible as a health oversight activity, the Privacy Officer should be consulted prior to disclosure.

Health Regulatory Boards, FAA, and DMV

Disclosure is permitted to the Virginia health regulatory boards when required for an impaired professional.  Disclosure is permitted to the FAA and/or DMV when an impaired individual cannot safely operate an aircraft or motor vehicle.  Note:  If situations involve substance abuse or medically sensitive information (i.e., HIV/AIDS, etc.), be mindful that only a generic description, without revealing a consumer’s SA or medically sensitive status or history, may be used in making reports.   Staff should discuss these situations with his/her supervisor prior to making this type of disclosure.  
Judicial and Administrative Proceedings
Court orders.  District 19 CSB may disclose PHI pursuant to an order of a court or administrative tribunal.  Only the PHI expressly authorized to be disclosed by the court order shall be disclosed. (See Chapter Five for information that involves SA.)

Subpoenas.  District 19 CSB may disclose PHI pursuant to a subpoena that meets the requirements of the Code of Virginia, as amended in the 2003 General Assembly Session.  (See Chapter Five for information that involves SA.)

Legal Counsel.  District 19 CSB may disclose PHI to its legal counsel in connection with the provision of legal representation.  A Business Associate Contract or Memorandum of Understanding must exist prior to such disclosure.

Guardians ad litem.  When a copy of the appointment order is produced, D19 CSB may disclose PHI to a guardian ad litem appointed by a court in the course of a guardianship proceeding of an adult consumer.

Appointed Attorneys.
 When a copy of the appointment order is produced, D19 CSB may disclose PHI to an attorney that has been appointed by a court to represent a consumer in a civil commitment proceeding under the Code of Virginia.

Court-Appointed Special Advocates (CASA).  Disclosure of a minor’s records is permitted for the purposes stated in the case.  There must be a court appointment of the special advocate and a separate or combined court order authorizing access to the child’s medical records.  The order must specifically mention substance abuse records for those to be included in the disclosure to the advocate.

The court may also authorize the advocate’s access to the parent’s D19 CSB service records.  However, if the court does not include this, no parent records will be disclosed without a valid authorization from the respective parent or a new court order or subpoena.  Note: If a parent’s record contains substance abuse information, it may not be disclosed unless the parent signs a valid authorization permitting disclosure or there is a subpoena and Subpart E court order compelling disclosure.

Prior to disclosing PHI pursuant to this section, staff shall document, in the consumer’s record or as otherwise appropriate, which of the circumstances above applies.

Minor’s Attorney or Guardian ad litem.  D19 CSB may disclose PHI to an attorney or 
guardian ad litem that represents a minor in any judicial or administrative proceeding 
provided that a court or administrative law order authorizes the disclosure and a copy of 
the order is presented.
Law Enforcement Purposes
To Avert Serious Threat to Health or Safety.  D19 CSB may disclose PHI to law

enforcement officials in accordance with the provisions in the section entitled “Averting

Serious Threats to Health or Safety.” 
As Required by Law or Legal Process.  D19 CSB may release PHI to law enforcement   officials in response to a valid subpoena or other legal process or if required by state or federal law.  (See Chapter Five for information regarding subpoenas and court orders regarding substance abuse consumers.)
Averting a Serious Threat to Health or Safety
District 19 may disclose PHI upon a good faith belief that the disclosure is necessary to prevent or lessen a serious and imminent threat to the health or safety of a person or the public.  The disclosure shall be made only to a person who is reasonably able to prevent or lessen the threat, including the target of the threat.  Only those facts necessary to alleviate the threat may be disclosed.  Note: Federal law forbids the disclosure that a consumer is a substance abuser or is receiving substance abuse treatment.  

Prior to disclosure, staff disclosing the PHI shall confirm and document in the consumer’s record, or as otherwise appropriate, that the disclosure is necessary to prevent or mitigate a serious and imminent threat and that the recipient of the PHI is reasonably able to prevent or mitigate the threat. 

See Chapter Five for additional details about “Duty to Warn” 

Research
Human Research.  Staff may disclose PHI for human research purposes as permitted by The Regulations to Assure the Protection of Participants in Human Research.  (Prior to disclosure, staff must consult with QI to determine whether any Departmental notifications need to be made.)
Historical Research.  Staff may disclose PHI for historical research as permitted by state and federal regulations.  Before disclosure, the following conditions must be met:

· The Executive Director must have authorized the research;

· The consumer or consumers who are the subject of the disclosure must be deceased and if requested by D19 CSB, documentation of the death of such consumers must be received from the researcher;

· There must be no known living persons authorized by law to authorize the disclosure;

· The disclosure must not in any way reveal the identity of any person who is not the subject of the historical research; and

· The request for historical research shall include:

· A summary of the scope and purpose of the research;

· A description of the product to result from the research and its expected date of completion;

· A rationale explaining the need to access otherwise confidential records and a representation from the researcher that the PHI sought is necessary for the research purposes;

· Specific identification of the type and location of the records sought; and

· A representation from the researcher that the PHI sought is solely for research on the PHI of decedents.

National Security, Intelligence Activities and Protective Services for the President
District 19 CSB may release PHI to a public official for purposes of national security and protective services of the President and others in response to a valid subpoena or other legal process or if it is required by state or federal law.  

Any uses and disclosures not permitted in this Chapter require valid authorization from the consumer or the consumer’s authorized representative.  See Chapter Six. 

Chapter Five: Court Orders, Subpoenas and Other Legal Issues

Introduction












Except in psychiatric emergencies, commitment hearings, competency hearings, and where provided by law, staff should not give clinical testimony before a magistrate or court without the consumer’s valid authorization, a court order, or a subpoena.  Note: If substance abuse information is involved, a subpoena and Subpart E court order or valid authorization will be necessary to disclose information during a commitment or competency hearing.
Subpoenas  (For records that contain SA information:  See also “Subpoenas Regarding Records that Contain Substance Abuse Information.”)





 
1. A subpoena is a document issued by a court of law, usually by the clerk of a court, requiring the recipient to testify at a trial or deposition.  A subpoena duces tecum is one that requires the production of documents (copies not originals, unless so ordered).  The subpoena will state whether to send them to the attorney or to the Clerk of Court, and a deadline.

Procedure for Accepting a Subpoena

· Support staff should contact the staff member being subpoenaed to come and directly accept the subpoena from the person serving the subpoena.

· If the staff member being subpoenaed is not on-site, support staff should refer the person serving the subpoena to the QI Office (if at 20 W. Bank St.) or to the program manager (if at a location other than 20 W. Bank St.)

a. If the staff member is a current employee, the program manager or QI Supervisor will accept the subpoena.  The program manager or QI Supervisor will immediately forward the subpoena to the staff member and confirm that the staff member has received it.
b. If the staff member is not a current employee, the program manager or QI Supervisor will refuse to accept the subpoena.

· If the subpoena is a subpoena duces tecum (for written records), support staff should refer the person serving the subpoena to the QI Office (if at 20 W. Bank St.) or to the program manager (if at a location other than 20 W. Bank St.)  

2. Staff receiving a subpoena and/or subpoena duces tecum should date stamp it, immediately route a copy to the program/site manager, fax a copy to the QI Supervisor (Fax number: 804-863-1665) and, when testimony is required, note the response date on their calendar.  If testimony is required, the staff should carry the original subpoena with them to court.  If the record contains substance abuse information, please refer to “Subpoenas Regarding Records that Contain Substance Abuse Information” in this Chapter for more information.

3. If the disclosure of medical records is deemed to be potentially clinically harmful, staff should consult with the QI Supervisor who will contact agency counsel regarding  making a motion before the court to have the subpoena quashed in order that the court may rule on the merits of the subpoena.  This motion may be to limit the scope of the subpoena or cancel it altogether.  The Executive Director or Director of Operations may consult with the CSB legal counsel for advice on whether to move to quash a subpoena.  After a hearing, the judge will decide how much of the medical record, if any, may be disclosed.

4. If any staff receives a request/subpoena for consumer specific information that is associated with or thought to be associated with a consumer incident/injury or potential legal action against the members of the Community Services Board or the Board’s staff, the person receiving the request will immediately notify the Director of Operations by phone or email and immediately send/fax a copy of the request to the Director of Operations.  (Fax number: (804) 863-1665)  
5. If the subpoena is issued by the court, the program manager (or designee) should make efforts to secure a valid “Authorization to Disclose Confidential Information” (HIPAA 004) permitting D19 to communicate with the court.  While it is not necessary to complete this authorization, it is in the consumer’s and D19’s best interests to do so.

6. If the subpoena is issued by the consumer’s attorney, the program manager (or designee) should make efforts to secure a valid “Authorization to Disclose Confidential Information” (HIPAA 004) permitting D19 to communicate with the attorney.  An additional valid authorization should be sought permitting D19 to comply with the subpoena and disclose information to the court.  While it is not necessary to complete these authorizations, it is in the consumer’s and D19’s best interests to do so.
7. Staff may only be asked about information acquired in attending, examining, or treating the consumer in a professional capacity.  Disclosure in all cases should be restricted to only that information that is necessary for the purpose at hand.
8. Under no circumstances should staff testify or disclose written records regarding substance abuse information unless the court has issued an order pursuant to 42 C.F.R. (Subpart E court order) or the consumer has provided valid authorization specifically permitting disclosure of substance abuse information.  Contact the Director of Operations or Executive Director to secure a consultation from D19 counsel if needed.  (See “Subpoenas Regarding Records that Contain Substance Abuse Information”)
9. Subpoenas issued from another state are of no force and effect in Virginia.  A valid subpoena must be issued from a Virginia court.  D19 CSB staff should not produce records pursuant to an out-of-state subpoena unless it is accompanied by valid authorization of the consumer.
10. A federal court subpoena issued from outside the state of Virginia may or may not be valid.  Contact the Director of Operations or Executive Director to secure a consultation from agency counsel in these cases.

Subpoenas Regarding Records that Contain Substance Abuse Information



1. In the absence of written authorization or statutory authority, substance abuse records/information may only be released with a subpoena accompanied by a Subpart E court order that complies with 42 C.F.R. Part 2.  Neither the subpoena nor the court order alone is sufficient to mandate disclosure; both are required.  Substance abuse records include those that identify consumers concerning diagnosis, treatment, education, application, or referral for substance abuse services.

a. Under 42 C.F.R. Part 2, a subpoena, search warrant, or arrest warrant, even when it is signed by a judge and labeled a court order, is not sufficient, when standing alone, to require or even permit a program to make a disclosure.

b. Under no circumstances should staff testify or provide written records regarding substance abuse information unless the court has issued a Subpart E court order pursuant to 42 C.F.R. or the consumer has provided valid authorization specifically permitting the release of the substance abuse information requested.

2. If the subpoena is issued by the court, the program manager (or designee) should make efforts to secure a valid “Authorization to Disclose Confidential Information” (HIPAA 004) permitting D19 to communicate with the court.  

a. If the consumer refuses to sign the authorization or it is not feasible to obtain it, the program manager (or designee) will immediately notify the QI Supervisor.  The QI Supervisor will send a certified letter, return receipt requested, to the court indicating that 42 C.F.R. prohibits compliance without a Subpart E court order or a valid authorization.

3. If the subpoena was issued by the consumer’s attorney, the program manager (or designee) should attempt to secure two valid authorizations from the consumer or his/her authorized representative, using HIPAA 004, “Authorization to Disclose Confidential Information” specifically mentioning the release of substance abuse information/records.  The first valid authorization should be obtained which will permit D19 to communicate with the consumer’s attorney.  The second valid authorization should be obtained to allow D19 to comply with the subpoena and disclose the requested information to the court.  These authorizations will replace the subpoena and alleviate having to take the steps toward quashing the subpoena or asking the court to issue a Subpart E court order.
a. If the consumer refuses to sign these authorizations or it is not feasible to obtain them, the program manager (or designee) will immediately notify the QI Supervisor.  The QI Supervisor will send a certified letter, return receipt requested, to the consumer’s attorney and the court indicating that 42 C.F.R. prohibits compliance without a Subpart E court order or a valid authorization.

4. If the subpoena is issued by someone other than the consumer’s attorney, the QI Supervisor will inform the requester and the court by certified letter, return receipt requested, that 42 C.F.R. precludes release of confidential information without a Subpart E court order or a valid authorization.

5. Even though the requester will be informed that D19 is prohibited by federal confidentiality regulations from disclosing any information, the person subpoenaed to appear will have to do so unless they are released in writing from the subpoena.  

a. Staff should respectfully inform the judge that federal law prohibits them from complying with the subpoena without a Subpart E court order.  It may be helpful to take a copy of 42 C.F.R. Part 2 to court to present to the judge.  The QI Supervisor will provide a copy of 42 C.F.R. Part 2 to the staff person subpoenaed to appear. 

i. Staff should be prepared for the possibility that the judge may question his/her explanation.  42 C.F.R. is highly unusual in requiring that a hearing be held before a court order can be issued for disclosure of what the judge may view as “medical records” that can ordinarily be obtained by signing a subpoena.

ii. Staff should acknowledge that the regulations impose an extraordinary requirement on the court as he/she begins the explanation.  Mentioning that a program that releases information without a properly issued order may be committing a federal criminal offense is often a good way of engaging a judge’s sympathetic attention.

Court Orders












1. Staff receiving a court order should date stamp it, immediately route a copy to the program manager, fax a copy to the QI Supervisor (Fax number: 804-863-1665) and, when testimony is required, note the response date on their calendar.  If testimony is required, the staff should carry the original court order with them to court.

2. Staff may only be asked about information acquired in attending, examining, or treating the consumer in a professional capacity.  Disclosure in all cases should be restricted to only that information that is necessary for the purpose at hand.

3. If the medical records ordered pertain to mental health and/or mental retardation services only, abide by the court order and produce copies of the records as instructed.  (If substance abuse information is involved, see #4 below.)  Prepare copies of all documents (i.e., do not release the originals) and ensure each page contains the consumer’s name and ID number.  Depending on the case circumstances, it may still be appropriate to request professional privilege (See “Privileged Communication (i.e., Professional Immunity from Testimony)” below.)

a. The program manager (or designee) should make efforts to secure a valid authorization, using HIPAA 004 “Authorization to Disclose Confidential Information,” permitting D19 to comply with the court order and disclose information to the court.  While it is not necessary to complete the authorization, it is in the consumer’s and D19’s best interests to do so. 

4. If substance abuse information is involved, the program manager (or designee) should attempt to obtain valid authorization from the consumer or his/her authorized representative, using HIPAA 004, “Authorization to Disclose Confidential Information” specifically permitting D19 to disclose substance abuse information and to comply with the court order.  Without valid authorization, a record with substance abuse information shall not be released without both a Subpart E court order and a subpoena. (See “Subpart E Court Orders below.”)
a. If the consumer refuses to sign a valid authorization permitting D19 to comply with the court order, the QI Supervisor will send a certified letter, return receipt requested, to the judge.  If testimony is required, the person who is court ordered to appear will have to appear (unless released, in writing, from the court order).  It may be wise for staff to take a copy of 42 C.F.R. Part 2 to court with them.  (Refer to “Subpoenas Regarding Records that Contain Substance Abuse Information” above.)
Subpart E Court Orders










1. A Subpart E court order will usually state specifically that it is being issued pursuant to 42 C.F.R. Part 2.  Its only purpose is to authorize a disclosure or use of consumer information which would otherwise be prohibited by the federal substance abuse confidentiality regulations.  Such an order does not compel disclosure.  A subpoena or a similar legal mandate must be ordered in order to compel disclosure.

Responding to Subpoenas and Court Orders







1. Any time staff receives a subpoena or court order for testimony and/or records, a copy should immediately be faxed to the QI Supervisor.  The QI Supervisor will provide technical assistance regarding the appropriate response.
a. The QI Supervisor will inform the staff person subpoenaed for testimony whether or not testimony in response to the subpoena is permitted.  If testimony is not permitted, the QI Supervisor will provide technical assistance to the staff regarding the court appearance.
b. The QI Supervisor will inform the program manager when the requirements necessary for disclosing written records have been met.  When responding with written records, two copies of the requested information should be made.  One copy will be provided to the requester and one copy will be placed in the consumer’s record with a note regarding to whom the information was disclosed in response to the subpoena or court order.
i. The copies disclosed to the requester will be placed in a sealed envelope with a cover letter attached indicating that confidential health care records are enclosed.  The sealed envelope and cover letter will be placed in an outer envelope or package for transmittal to the requester (usually the clerk of court or attorney). 
Privileged Communication (i.e. Professional Immunity from Testimony)



1. The concept of professional privilege is distinct from that of confidentiality and applies to testimony by a licensed clinician in a judicial or quasi-judicial proceeding. Under limited circumstances stated in the Va. Code, professional privilege exists to prevent compelled testimony and/or disclosure of medical records by licensed clinicians in civil actions.  This can be exercised when, in the opinion of the clinician, full disclosure in testimony would be detrimental to the consumer, that learning the information would damage his/her physical or mental well being.  This may apply to part or all of a consumer’s record. 

Even if privilege will be requested, the subpoenaed or ordered clinician must appear before the judge as ordered or subpoenaed.  In preparation for the court appearance, the clinician should provide a written statement or cover letter to the court saying that in his/her opinion, the furnishing of testimony or the disclosure of medical records in open court would be injurious to the consumer’s health or well being; or severely damaging to the therapist/consumer relationship; or that the information could be obtained from another source outside of the therapeutic relationship. (Note: The licensed professional should consult with his/her supervisor or Division Director prior to communicating with the court.) With the court’s agreement, the therapist may be excused from testimony, limited in what is disclosed, or ordered to substitute a clinical summary of the material in the medical record to avoid disclosure of harmful details.   The presiding judge may override this privilege and require testimony.

Consumers will be informed about the requested privileged communication, including the types of information to be released and to whom it will be released.  Should the consumer request it, a copy of the medical record must be made available to the consumer’s attorney or another like-qualified practitioner and the copy of the medical record must be accompanied by the clinician’s statement of potential harm. 

2. In civil matters, licensed healthcare providers (licensed counselors, psychologists, RN’s, LPN’s, social workers, and physicians) may exercise professional privilege except in the following cases:

a. When the consumer/authorized representative has authorized the disclosure;

b. Where the physical or mental condition of the consumer is at issue in the action (i.e. a commitment or competency hearing);

c. In matters related to child abuse and/or neglect; 

d. When the court deems disclosure necessary to the proper administration of justice;

e. Workers compensation cases;

f. When information is communicated to a physician by a consumer in an effort to unlawfully procure narcotic drugs or their administration; or

g. Other exceptions provided in Virginia law.

3. The licensed healthcare professional may only be asked about information acquired in attending, examining or treating the consumer in a professional capacity.  Disclosure in all cases should be restricted to only that information that is necessary for the purpose at hand.

4. The consumer or his attorney normally asserts privilege in civil cases.  If they are not present, the staff should assert privilege by respectfully stating that he/she believes the information in question is privileged under the Code of Virginia and allow the court to rule if he/she must respond to questions.  (Note: The licensed professional should consult with his/her supervisor or Division Director prior to the court appearance during which the professional intends to assert privilege.)

5. If a jury is present and the court orders the staff to testify, he/she should request that the judge hear his/her testimony outside of the presence of the jury before ruling that the testimony be admitted into evidence.

6. Under no circumstances should staff testify regarding substance abuse information unless the court has issued a Subpart E order pursuant to 42 C.F.R. §2.61 et seq. or the consumer has signed a valid authorization permitting disclosure of substance abuse information to the court.  Contact the Director of Operations or Executive Director to secure a consultation from D19 Counsel if needed.

7. If, in the course of testimony, a judge orders the staff to reveal substance abuse-related information, staff should respectfully inform the judge that special federal law applies to such information and provide the judge with a copy of the federal substance abuse regulations.  It is wise to have a copy of the Federal regulations ready when going into a proceeding in which this could become an issue. A copy of the federal regulations can be obtained from the QI Supervisor.

8. Criminal cases:  Virginia law recognizes no “doctor-patient” privilege in criminal matters (only in civil proceedings). Full disclosure in subpoenaed testimony is required; however, the clinician/counsel may request that the judge hear the testimony in private to determine whether it should be repeated in full court.  The judge will decide.

Search Warrants for Medical Records








A search warrant is a written order regarding a criminal matter that directs a sheriff or police officer to search a specific place for specific persons, documents or items that are to be seized as described in the search warrant.  

Staff will cooperate with the officer in non-substance abuse cases. 

For SA cases, follow these procedures:

1. If a police officer arrives with a search warrant and demands to see consumer records that mention SA:
a. Do not acknowledge whether or not the consumer is a D19 CSB service recipient or has been referred elsewhere for SA services.
b. Contact the Division Director to inform him/her of the search warrant.
c. Explain that the program cannot allow access to consumer records without a valid authorization from a consumer or a special court order to support the search warrant.
d. Provide a copy of the Federal confidentiality protections and procedures to reinforce your resistance.  (See Appendix C.)
e. In anticipation of a court order, check the search warrant and procedure to ensure that it includes the following and is properly served:
i. The time and location of the search
ii. The date of issuance of the search warrant (the search warrant is void after 15 days)
iii. The scope of the search and object to be seized, if found, and 
iv. The reason for the search.
f. Ask to contact the prosecuting attorney or commanding law enforcement officer so the explanation may be repeated, stressing that a properly executed court order is required before any disclosure, and that illegally seized records would not be admissible in court.
g. If the situation warrants, the Division Director or designee may contact the Director of Operations or the Executive Director to seek advice from the agency’s legal counsel to request that he/she attempt to resolve the situation with the officer so that neither the consumers’ rights nor the program’s position is compromised.
h. If the officer insists on entry, do not physically resist.  Refusing to obey the orders of a law enforcement official may constitute a crime, even though the officer’s orders may later be shown to be erroneous or illegal.  Instead, call the QI Supervisor immediately so that the issuing judge can be contacted and asked to comply with the Federal law and regulations.
i. When the officer takes property into custody, a detailed receipt must be given for the property.  Make a copy of any requested medical records.  Never give out the original.  
Record disclosure of medical records information on “PHI Disclosure Log” (HIPAA 005) in the consumer’s record. 

Duty to Warn












1. Duty to warn supersedes all Virginia confidentiality laws for mental health and mental retardation cases.  Definition:  If a consumer has revealed to a mental health service provider  by any means a specific and immediate threat to cause serious bodily injury or death to an identified (or readily identifiable) person(s) and staff reasonably believes or should believe, according to the standards of the profession, that the consumer has the intent and ability to carry out the threat immediately or imminently, specific actions must take place.  The duty to protect does not attach unless the threat has been communicated to the provider by the threatening consumer while the provider is engaged in his professional duties.
a. What you should do.  The Virginia duty to warn can be accomplished and the mental health service provider will have satisfied his/her duty to warn by doing any of the following:

i. Seeking civil commitment of the consumer.
ii. Making reasonable attempts to warn the potential victims or the parent or guardian of the potential victim if the victim is under the age of 18.

iii. Making reasonable efforts to notify a law-enforcement official having jurisdiction in the consumer’s or potential victim’s place of residence or place of work, or place of work of the parent or guardian if the potential victim is under age 18, or both.

iv. Taking steps reasonably available to prevent the consumer from using physical violence or other means of harm to others until the appropriate law-enforcement agency can be summoned and takes custody of the consumer.

v. Providing therapy or counseling to the consumer in the session in which the threat has been communicated until the mental health service provider reasonably believes that the consumer no longer has the intent or ability to carry out the threat.

b. May not hold or detain.  D19 CSB staff may not legally physically detain or hold a consumer against his/her will to prevent the harm, even if the police have been called and are on the way.  They are permitted to call the Magistrate to arrange an emergency custody order.  However, only law enforcement officers can execute an emergency custody order and take the consumer into custody for 4 hours.

c. Other reporting.  Mental health service providers have an obligation to report certain situations to the appropriate government agency. Examples include: reporting child abuse, adult abuse, communicable disease, violent injury and an impaired health care provider.  (See Chapter Four for specifics.)

d. Federal exceptions.  Even in duty-to-warn cases, Federal law supersedes Virginia law and protects certain confidential information about a consumer’s substance abuse and/or HIV/AIDS history and status.  This does not mean that an identifiable victim cannot be forewarned.  It does place strict limits about the details that can be disclosed.  There are serious penalties if confidentiality is breached.  Use caution with disclosure and only report what is necessary for the warning.  Do not volunteer collateral information regarding yourself, your job or the consumer.  You may say that you are from District 19 CSB but do not explain your function if it involves substance abuse services.

i.  Substance Abuse.  Federal law forbids the disclosure that a consumer is a substance abuser or is receiving substance abuse treatment.  When responding to a duty to warn situation, DO NOT REVEAL that you are a SA counselor, from a SA treatment facility, or that the consumer uses or has used substances or that he/she has been referred for, assessed for, received or is receiving substance abuse services.  Use behavioral or other terms to describe the risk.

ii. HIV/AIDS. Federal and Virginia law both limit the disclosure of a consumer’s HIV status to the situations described in this policy.  When a consumer threatens to spread HIV/AIDS to an identifiable victim and otherwise meets the criteria for a duty to warn case, provide the warning that a consumer plans to engage in the threatened high risk behavior and that this is intended to transmit an infectious disease.   You MAY NOT REVEAL that the contagious infection is from HIV/AIDS unless the intended victim is the consumer’s legal spouse or a minor.  Use generic terms, describe the high-risk behavior or indicate that it is dangerous and potentially life threatening. 

iii. The Code of Virginia requires D19 CSB to notify a public safety agency employee of the potential risk of exposure to a communicable disease if that employee is requested to arrest, detain, rescue or transfer an individual known to be infected with any communicable disease.  D19 CSB staff should not identify the type of communicable disease. (See HSM 007 “Communicable Disease Disclosure to Public Safety Personnel” for information regarding communicable disease disclosure to public safety personnel.)

e. Documentation of duty to warn decisions and actions. All disclosures under duty to warn require a progress note with clinical justification for the decision, the steps taken to provide the warning, and the names and positions of those receiving the information.  This action must also be documented on an “Incident Reporting Form” (HSM 003-01).

See Chapter Four for additional details about “Averting a Serious Threat to Health or Safety.”
Chapter Six:  Authorization Requirements

Introduction













· The HIPAA Privacy Rule requires a process and form similar to that required by the Human Rights Regulations to allow consumers to determine how their personal health information is used and disclosed.  Instead of “consent” to disclosure of information, the HIPAA Privacy Rule uses the term “authorization.”

· This Chapter addresses the requirements of both the HIPAA Privacy Rule and the Human Rights Regulations for obtaining a valid authorization.  

The General Rule











Except as otherwise permitted or required in Chapters Four and Five, D19 CSB may not use or disclose PHI to a third party without a written authorization from the consumer or the consumer’s authorized representative (AR), if applicable, that is valid under this Chapter.  A valid authorization is required for any use or disclosure not addressed in Chapters Four and Five. 

The requirement for prior valid authorization pertains to the information and medical records of all active, inactive, discharged, and deceased D19 CSB consumers.

When valid authorization is initiated by D19 CSB, the approved form must be used ("Authorization to Disclose Confidential Information" (HIPAA 004)).
When District 19 receives an authorization from a third party for disclosure of PHI maintained by D19 CSB, and/or when HIPAA 004 is used, staff disclosing the PHI must assure that the authorization form contains the required elements addressed in “Required Elements of Valid Authorizations” in this Chapter. 

Staff should consult with their supervisor for assistance any time there is uncertainty about whether or not to honor a request for information.  This includes questions about whether or not a valid authorization is needed before disclosure (including court testimony), and in all cases in which there is a court order, subpoena, or search warrant for medical records or service information.

The Quality Improvement Supervisor must be notified immediately in the following circumstances:

a. For more lengthy and complex requests from outside parties and attorneys; and 

b. For all subpoenas and Court orders.

The QI Supervisor will provide technical assistance and, when indicated, determine the most appropriate way to make the response.

When D19 CSB obtains or receives a valid authorization for its use or disclosure of PHI, such use or disclosure must be consistent with the authorization.
SA consumers: No information that is obtained from a program (even if the consumer authorizes) may be used in criminal investigation or prosecution of a consumer unless a Subpart E court order has been issued under the special circumstances set forth in 42 C.F.R. Part 2. 

The “minimum necessary rule” (see Chapter Seven) does not apply to uses or disclosures made pursuant to a valid authorization.
Use and disclosure of psychotherapy notes generally requires valid authorization; see Chapter Four.
Communications Concerning Consumer’s Involvement in Treatment




District 19 CSB should encourage consumers to name family members, friends, and others who may be told of their presence and general condition or well-being.  Valid authorization must be obtained and documented in the medical record for D19 CSB to contact family members, friends, or others. 

District 19 CSB may take steps necessary to secure an authorized representative provided D19 CSB exercises professional judgment to determine that disclosure of PHI is in the consumer’s “best interests,” and discloses only that which is directly relevant.
Persons Authorized to Act on Behalf of Consumers






Under the HIPAA Privacy Rule and other applicable laws, certain designated persons must be recognized as authorized to act on behalf of a consumer who is the subject of PHI and who lacks the capacity to act in his/her own behalf.  Under the HIPAA Privacy Rule, these are classified in the following manner:

· Personal representatives;

· Certain emancipated and unemancipated minors; and
· Executors/administrators, or others who are legally designated to act on behalf of a deceased consumer.

The meaning of the term “personal representative” is consistent with the meaning of “authorized representative” (AR) in the Human Rights Regulations.

Special Rule for Minors










Minor Consumers. - under the age of 18 must be deemed competent by a clinician in order to consent to treatment and/or access/disclose medical records.

Outpatient Records for Treatment of Substance Abuse Disorders.  A minor alone may authorize disclosure of these records.  A parent alone may not authorize the release of these records.  

Caution: When a minor wants a parent or parent’s insurance company to pay for outpatient substance abuse services, it is wise to discuss this with the minor BEFORE provision of services and to secure a valid authorization to disclose relevant information to the parents.  The parent’s knowledge and cooperation are required to facilitate payment.  The minor’s inability to pay will not preclude the delivery of services.
Outpatient Records for Treatment of Mental Illness or Emotional Disturbance.  The minor may authorize disclosure even over parental objection no matter who consented to treatment.


If the minor consented to treatment, the parent may not authorize disclosure.  

If the parent consented to treatment, the custodial parent may authorize disclosure; however, the non-custodial parent may not authorize disclosure.  

Note: Parents generally still have access to their minor child’s treatment records, unless 42 C.F.R. Part 2 or another law provides otherwise.  (See Chapter Eight “Special Rules for Access to Records of Minors.”)
Verifications












No verification of the consumer’s identity is required when obtaining a valid authorization.  However, when disclosing PHI as permitted by a valid authorization, the identity of the person receiving the information shall be verified.

Required Elements of Valid Authorizations







Before responding to a request for information from an outside party, staff should always check the validity of the authorization.  To be valid, an authorization must be in writing and must contain all of the following elements (whether completed by a third party or D19 staff):

· A description of the information to be used or disclosed;
· The purpose of the use or disclosure;

· An indication whether the authorization extends to information placed in the consumer’s record after the authorization was given, but before it expires;

· The name of the person or class of persons authorized to make the requested disclosure;

· The name of the organization to whom D19 CSB may make the disclosure;

· The effective date of the authorization;

· An expiration date, event or condition; 

· A statement informing the consumer of the right to revoke the authorization, exceptions to the revocation right, and how the consumer may revoke the authorization;

· A statement informing the consumer that treatment or payment are not conditional upon the individual’s willingness to sign the authorization;
· A statement that there is a potential for the PHI disclosed pursuant to the authorization to be subject to redisclosure by the recipient and, therefore, no longer protected by the provisions of the HIPAA Privacy Rule;

· A statement indicating that a copy of the authorization and a notation concerning the persons or agencies to whom disclosure was made shall be included with the consumer’s original health records;

· A statement that the individual signing the authorization understands that he/she is giving his/her permission to the health care entity named on the authorization for disclosure of confidential health records;
· The signature of the consumer or the consumer’s authorized representative if applicable; and
· The date of signature.
Standard Disclosure Form










All staff shall use the D19 approved, “Authorization to Disclose Confidential Information” (HIPAA 004).
“Authorization to Disclose Confidential Information” (HIPAA 004)

This general authorization form will be used routinely for every consumer at admission or as soon as possible thereafter.  It should also be initiated whenever the need to exchange information arises.  It covers a wide variety of disclosures and situations, including SA and HIV if necessary.

A valid “Authorization to Disclose Confidential Information” (HIPAA 004) should be completed for each party with whom the consumer wishes to give/share information and for each party from whom the agency needs to get or exchange information in order to provide and coordinate services.  The original authorization form must be filed in the medical record according to approved D19 CSB Record Format.   
Unless an earlier date is specified on the form, all valid authorizations to disclose, receive and/or exchange information will automatically expire in 12 months.  Program staff will ensure that such authorizations, when needed, are kept current.  Except in emergencies or when provided by law or regulation, no information will be disclosed after a valid authorization has expired.

If a consumer or authorized representative has signed more than one document authorizing disclosure and these are in conflict with one another, the strictest one will apply.  The consumer or authorized representative should be contacted to determine most current preferences regarding disclosures.  A new valid authorization may be needed.

The original valid authorization form must be filed in the medical record according to the D19 CSB Approved Record Format.

The “Authorization to Disclose Confidential Information” (HIPAA 004) may be found on the D19 CSB Intranet.  This form may not be amended or altered by anyone in any manner, nor may it be combined with any other form or document without the express written approval of the Executive Director.

Proper signatures











The signature of the consumer or authorized representative must be obtained on an “Authorization to Disclose Confidential Information” (HIPAA 004), AFTER it has been fully completed. 

· Each authorization must be an informed decision.  

· The consumer/authorized representative should never sign a blank form for staff to complete later.  

· If a consumer’s signature consists of a “mark,” the mark should be witnessed (and countersigned) by a D19 CSB staff.

If signed by an authorized representative/agent with a power of attorney, or by a person who has been appointed guardian, guardian ad litem or committee, or who is the executor or executrix of a deceased consumer’s estate, a copy of the legal document bestowing this status should be filed in the medical record.  

· If a consumer lacks capacity to provide valid authorization, an authorized representative should be appointed.  Refer to the D19 CSB Human Rights Plan for guidance.

Obtaining Valid, Written Authorization








If authorization is required, staff who initiates use or disclosure of the PHI must assure that a valid authorization has been obtained.  To obtain valid authorization staff shall: 

· Complete the authorization form;

· Review the request for authorization with the consumer or the authorized representative, if applicable;

· Ask the consumer or the authorized representative to confirm his/her understanding of and agreement with the authorization;

· Ask the consumer or authorized representative to sign and date the form;

· Give the consumer or authorized representative a copy of the signed authorization; and 

· File the original form in the consumer’s medical record.

Authorization forms may be mailed or faxed to the authorized representative. (Please refer to Chapter Twelve for D19 faxing protocols.) Staff shall not send any form that contains PHI to an authorized representative via e-mail. The form must be returned to D19 CSB in person, by mail or fax.  E-mail transmissions with an electronic signature shall not be accepted by D19 CSB.

If the authorized representative inquires about submission of a valid authorization via e-mail, D19 CSB staff shall inform the authorized representative that e-mail is not a secure medium of transmission, and PHI may not be transmitted or accepted by D19 CSB by e-mail.

Unsolicited and Incomplete Requests from Outside Parties






Phone requests.  Requests for consumer information received over the telephone should not be granted unless the caller is known and there is prior valid authorization on file in the medical record.  Make reasonable efforts to identify the caller.  Verbal and or written disclosures should not be made without the prior valid authorization of the consumer or authorized representative.  If identity can be established and valid authorization is needed, a new, signed form authorizing disclosure may be faxed by the requestor to the program staff to facilitate a response.

Invalid Authorizations. When staff receives an “Authorization to Disclose Confidential Information” (HIPAA 004) (or similar outside authorization form) that is incomplete or fails to provide all required information (see “Required Elements of Valid Authorizations” in this Chapter), the request will not be processed until all needed information has been obtained.  The protocol will differ depending on staff’s location.  Please see “Protocols for Responding to Record Requests below.”

No existing authorization.  Staff may occasionally receive a request for information from a requestor who does not present a valid authorization form authorizing disclosure, or from a requestor who has not otherwise demonstrated that he/she has legal access to the information without valid authorization.  In these cases, staff must inform the person that his/her request cannot be honored.

The fact that a consumer has signed a valid authorization permitting the release of information does not compel a program to make the requested disclosure, unless the program has also received a subpoena or court order, (for SA, specifically a Subpart E court order).  The program’s only obligation is to refuse to honor an authorization that is expired, deficient, or known to be revoked, false or invalid. 

If there is no valid authorization, staff should offer the requestor a blank copy of an “Authorization to Disclose Confidential Information” (HIPAA 004) and instruct him/her to seek the necessary valid authorization from the person in question.  Information should not be given about how to locate the consumer, as this may lead the requestor to conclude that he/she receives/received services from D19.

Plain Language And Alternative Communications






Each program shall consider and document the use of alternative means of communications in order to demonstrate efforts to assure clarity and validity of the authorization process.  Such alternative means of communications may include providing the authorization form in the primary language of consumers and authorized representatives with limited English proficiency, and shall include:

· Providing special attention to consumers who cannot read, or who have limited comprehension  abilities (e.g. provide employee readers, video presentations, story boards, picture books, etc.); and

· Providing Braille, interpreter or equivalent services for consumers who are blind, deaf, hard of hearing or late deafened.

Response to a Valid Authorization










Unless otherwise specified, D19 CSB must respond to requests for disclosure of protected health information within fifteen (15) calendar days from the time a valid, complete request and valid authorization are received.  Court orders/subpoenas may request responses in a shorter time period; however, at least 5 days should be allowed for response.  An extension should be requested (before the deadline) if the response timeframe is too short.

Within 15 days of receipt of a valid third-party request for copies of health records, District 19 must do one of the following:

1. furnish copies to any requester authorized to receive them;

2. inform the requester if the information does not exist or cannot be found;

3. if District 19 does not maintain a record of the information, inform the requester and provide the name and address, if known, of the health care entity, who maintains the record; or 

4. deny the request if the requester has not established his authority to receive such health records or proof of his identity, or as otherwise provided by law.

Please refer to Chapter Eight, “Copying Charges for Records” for protocols regarding charging for copies.

Protocols for Responding to Record Requests







20 W. Bank St. Location  

All requests for records received at the Bank Street location should be forwarded to the QI Office for tracking purposes.  Staff who receive a request for records should date stamp it, then forward it to the Quality Improvement Supervisor.  

After determining that the request is valid and logging the request for tracking purposes, the Quality Improvement Supervisor will immediately forward the request to the appropriate program manager for response.  If the authorization is invalid, QI staff will send the “Invalid Authorization Cover Letter” (HIPAA 007) along with a blank “Authorization to Disclose Confidential Information” (HIPAA 004) to the requester.

Locations Other Than 20 W. Bank St. 

The program manager (or designee) will be responsible for determining the validity of 
the authorization and processing the request.

Form letters have been developed for convenience in responding to record requests.

· The “Invalid Authorization Cover Letter” (HIPAA 007) is to be used to respond to requests that are accompanied by an authorization that does not contain all of the required elements.

· The “Disclosure of PHI Cover Letter” (HIPAA 003) must accompany all disclosures of protected health information in response to requests for information supported by a valid authorization.
Disposition of Authorizations









District 19 CSB shall retain valid authorization forms in the medical record according to
established medical records policies and procedures. 

Refusal to Give Authorization









A program may not condition treatment or continued stay upon a consumer or his/her authorized 
representative signing a valid authorization to use or disclose PHI.
If a consumer or authorized representative refuses to authorize the use or disclosure of information, the staff requesting valid authorization will document on the authorization form:

· The attempt to obtain authorization; 

· The type of authorization requested;

· Why valid authorization was not obtained; and

· Date and signature of staff making the notation.

When the consumer or authorized representative refuses to give valid authorization, no staff member shall use or disclose any PHI that specifically requires a valid authorization.  If the disclosure is not required by law, staff must also give strong consideration to any objections from the consumer or authorized representative in making the decision to disclose information. 

Revoking an Authorization











A consumer or authorized representative may revoke a valid authorization for uses or disclosures of PHI at any time, except to the extent that D19 CSB has already relied on the authorization.  

· This revocation may include all or a part of the documents or information previously authorized in a valid authorization.  

· The revocation must be made on the “Revocation of Authorization to Disclose Confidential Information” (HIPAA 008).  The request for revocation must be made to the Division Director in writing.  

When a revocation of valid authorization is received, the Division Director or designee shall take the following actions: 

· On the original authorization form (“Authorization to Disclose Confidential Information” (HIPAA 004): 

1. Mark a diagonal line in ink across the page and write the word “revoked” on this line;

2. Enter the date the revocation was recorded;

3. Print their own name and sign the form;

4. Attach a copy of the written request for revocation “Revocation of Authorization to Disclose Confidential Information” (HIPAA 008); and 

· File the both forms in the medical record.

Please note: On occasion, we receive authorizations, mostly from law firms, which contain language such as, “All prior authorizations given by me for the release of information for any reason or purpose whatsoever are hereby revoked, and I do request that no information, of any nature, be disclosed concerning the above named individual at any time to anyone other than [Name of Law Office] or someone designated by them in writing, unless pursuant to a validly issued subpoena duces tecum or court order.”

We must honor these authorizations as written.  That means that all authorizations previously signed by the consumer are null and void, and that no authorizations he/she signs in the future will be considered valid. 
Please make sure you read all authorizations over very carefully to make sure that others are not following suit with this type of statement in their authorizations.  Also, note the following if you should run across this:

1. Contact the consumer immediately and educate him/her as to what this statement means for the consumer.  He/she can then revoke, in writing, the authorization [from Name of Law Office].

2. Until and unless we have something in writing clearly stating that the [Name of Law Firm]  authorization has been revoked, place something on the front of the chart (for anyone going into the chart to see) indicating that NO information may be released to ANYONE other the [Name of Law Firm].

3. Continue to encourage consumers to sign a D19 authorization form for all outside requestors.

Copies













Program staff (with assistance from supervisor, where appropriate) shall be responsible for reviewing and responding to requests and for making and sending the copies.  

· Copies of records will be made after assuring that the request is valid, complete and follows legal guidelines.  

· All copies must be stamped “CONFIDENTIAL” and all document copies must be accompanied by a coversheet “Disclosure of Protected Health Information Cover Letter” (HIPAA 003) which indicates that the receiver is prohibited from re-releasing the information without securing a new, valid authorization from the consumer or authorized representative.

· Copies of the medical record that are released to the consumer or designee should be stamped “RELEASED TO CONSUMER.”
· Refer to “Copying Charges for Records” in Chapter Eight.

Document all disclosures in the progress notes to include:

· The name of the person or organization that received the information and the address, if known;

· The date of the disclosure;

· A brief description of the information disclosed; and 

· A brief statement of the purpose for the disclosure.

This statement must accompany copies of SA information:

“This information has been disclosed to you from records protected by Federal confidentiality rules (42 C.F.R. Part 2).  The Federal rules prohibit you from making any further disclosure of this information unless further disclosure is expressly permitted by the written authorization of the person to whom it pertains or as otherwise permitted by 42 C.F.R. Part 2.  A general authorization for the disclosure of medical or other information is NOT sufficient for this purpose.  The Federal rules restrict any use of this information to criminally investigate or prosecute any alcohol or drug abuse patient.”

This statement is found on “Disclosure of Protected Health Information Cover Letter” (HIPAA 003) which must accompany all disclosures.  If staff so choose, the information disclosed may also be stamped with this information. 

Chapter Seven:  The “Minimum Necessary” Rule

Introduction












· With a few exceptions, the HIPAA Privacy Rule requires D19 CSB to limit all uses and disclosures of PHI to the amount necessary to accomplish the purpose for which the use or disclosure is intended. 

· This Chapter explains this “minimum necessary” rule and the exceptions as they apply to various aspects of the D19 CSB’s business.

The General Rule











When using or disclosing PHI, or when requesting PHI from another covered entity, D19 CSB and its staff must make reasonable efforts to limit the PHI to the minimum necessary to accomplish the intended purpose of the use, disclosure or request. 

Authorizations stating “any and all records” or similar language will trigger discussions with the requesting party to narrow the disclosure to essential (specific and meaningful) information only.  

Minimum Necessary Rule Exceptions







 

The minimum necessary rule does not apply to:

· Disclosures to individuals who are the subject of the information; 

· Uses or disclosures made pursuant to a valid authorization (because minimum necessary will be specified in the description of the information to be used/disclosed on the authorization); 

· Disclosures to the Secretary of USDHHS for enforcement purposes; 

· Uses and disclosures that are required by law; and

· Uses or disclosures that are required for compliance with the HIPAA regulations.

Minimum Necessary Rule and Disclosure of PHI






 

The minimum necessary rule for disclosures differs, depending upon whether the disclosure is made on a routine and recurring basis or not.

Routine and Recurring Disclosures 

For any disclosure of PHI made on a routine and recurring basis, the supervisor or

manager of the program must ensure that the PHI disclosed is limited to the amount

reasonably necessary to achieve the purpose of the disclosure.

All Other Disclosures 

For all other disclosures of PHI, the supervisor or manager of the program shall ensure that:  

· PHI disclosed is limited to that which is reasonably necessary to accomplish the purpose for which the disclosure is sought.  The supervisor/manager must review each request for disclosure of PHI to ensure that the minimum necessary rule is followed.

Certain requests for disclosures may be relied on as the minimum necessary for the stated purpose.  Staff may rely on a requested disclosure as being the minimum necessary for the stated purpose when:

· The PHI is requested by a public official who indicates that the information is the minimum necessary for the stated purpose, and the disclosure is permitted without the consumer’s authorization;  

· The PHI is requested by another covered entity;

· The PHI is requested by a professional within D19 CSB, or a business associate of D19 CSB for the purpose of providing professional services to D19 CSB, and the professional indicates that the information is the minimum necessary for the stated purpose; or

· A person requests PHI for research purposes and provides documentation or representations that comply with HIPAA requirements for research.

Minimum Necessary Rule and Requests for PHI







The minimum necessary rule for requests for PHI also differs, depending upon whether the request is made on a routine and recurring basis or not.

Routine and Recurring Requests

For any request for PHI made on a routine and recurring basis, the supervisor or manager

of the program where the request originates shall ensure that the amount of PHI requested is

limited to the amount reasonably necessary to achieve the purpose of the request.

All Other Requests

For all other requests for PHI managers or supervisors shall ensure that: 

· The PHI requested is limited to that which is reasonably necessary to accomplish the purpose for which the request is made.  The supervisor/manager must review each request for PHI on an individual basis to ensure that the minimum necessary rule is followed.

Suggested Criteria to Review Non-Routine and Non-Recurring Requests and Disclosures
 
The following might be used as criteria to review non-routine and non-recurring disclosures and requests for disclosures:

· Does the minimum necessary rule apply to the request?

· Who is requesting the PHI and for what purpose?

· What are the particular circumstances of the request?

· What is the authority for the request?

· How much information is needed to accomplish the purpose of the request?

· Is the disclosure in the best interest of the consumer, balancing all other factors?
· Is there any alternative means to achieve the purpose of the request?
Minimum Necessary Rule: Entire Medical Record






For all disclosures, uses and requests to which the minimum necessary rule applies, no staff shall use, disclose, or request an entire record of a consumer unless the entire record is specifically justified as reasonably necessary to accomplish the purpose of the use, disclosure, or request.

Chapter Eight:  Rights of Consumers

Introduction












· It is the intent of D19 CSB to protect the rights of consumers receiving services with respect to uses and disclosures of protected health information (PHI) in accordance with both the Human Rights Regulations and the HIPAA Privacy Rule, and that a complaint process be available to resolve complaints.  All consumers have rights to receive adequate notice of, make restrictions to, have access to, amend, and receive an accounting of the uses and disclosure of PHI.  The complaint process is explained in Chapter Nine. 

· This Chapter provides a uniform approach for protecting the rights of consumers with respect to the use or disclosure of their PHI.  This uniform approach is a vital part of the human rights protections and provides protections afforded under the HIPAA Privacy Rule.  The protection of human rights is central to the provision of services at D19 CSB.

The General Rule











All consumers served have the following rights with respect to use and disclosure of their PHI:

· The right to receive a Notice of Privacy;

· The right to request restrictions on certain uses and disclosures of PHI; 

· The right to receive confidential communications of PHI; 

· The right to inspect and copy PHI; 

· The right to request an amendment of PHI; 

· The right to receive an accounting of disclosures of PHI; 

· The right to file a complaint.

Right to Notice of Privacy









 

Each consumer receiving services and the consumer’s authorized representative, if applicable, shall be given the “Notice of Privacy” (HIPAA 001) in accordance with the procedures set forth in Chapter Three.
Right to Request Restriction of Use and Disclosure






Consumers or their authorized representatives have a right to request a restriction of uses

and disclosures of PHI to carry out treatment, payment, and health care operations at any time.

District 19 CSB is not required to agree with the request for restriction; however, D19 CSB is

bound to comply with any restriction to which it agrees.
The consumer’s right to request restrictions to carry out treatment, payment, and health care operations on uses and disclosures, shall be included in the “Notice of Privacy” (HIPAA 001) (see Chapter Three).  

Any request to restrict the use or disclosures of PHI shall be made, and handled within 14 business days, in the following manner: 

· The consumer or the authorized representative shall make a request in writing to the Division Director.  Staff shall help the consumer draft the communication and offer accommodations when necessary. 
· The Division Director shall respond in writing to any such request.

· If the director does not agree to the request to restrict PHI, he/she shall document the reasons for denial in the consumer's medical record and include these reasons in his/her response to the consumer or his/her authorized representative.

· If the Division Director agrees to the request, he/she shall immediately place his/her agreement and all supporting documentation in the consumer’s record and send a copy to the consumer or the authorized representative.

· If the Division Director agrees to the request, then the restricted PHI shall not be used or disclosed in violation of the restriction unless the PHI is used to provide emergency treatment or disclosed to another health care provider for the provision of emergency treatment.  If restricted information is disclosed for emergency treatment, the disclosure shall include a written request from the Division Director that the information not be further disclosed or used.

The Division Director can terminate restriction agreements in the following manner:

· If the consumer or the authorized representative agree through written or oral communication. Oral agreements shall be documented in the consumer’s services record; or

· Without the consumer’s or authorized representative’s agreement, provided that the consumer or his/her authorized representative is notified that the restriction is terminated with respect to PHI created or received after notification of the termination.  This notification shall be included in the consumer’s medical record.

Right to Confidential Communications








Consumers or their authorized representatives have a right to request receipt of confidential communications by alternative means or at alternative locations.  Such requests must be in writing.

The consumer’s right to request receipt of confidential communications shall be included in the “Notice of Privacy” (HIPAA 001) (see Chapter Three).  

District 19 CSB must accommodate reasonable requests, but may condition the provision of a reasonable accommodation on: 

· When appropriate, information as to how payment, if any, will be handled; and 

· Specification of an alternative address or other method of contact. 

District 19 CSB may not require an explanation from the consumer as to the basis for the request as a condition of providing communications on a confidential basis. 
Right to Access Records










Consumers and their authorized representatives, if applicable, have a right to see, read and get a copy of the consumer's medical record.  The request may be written or oral, although the consumer should be encouraged to submit the request in writing using “Authorization to Disclose Confidential Information” (HIPAA 004).

The consumer’s right to see, read and get a copy of his/her medical record shall be included in the “Notice of Privacy” (HIPAA 001) (see Chapter Three).

Unless denied in accordance with the provisions below, access to the consumer's record shall be provided within five (5) working days of the request.

District 19 CSB shall, without charge, give a consumer any help he may need to read and understand his/her medical record.

The minimum necessary rule, discussed in greater detail in Chapter Seven, does not apply to a consumer’s request for his/her own PHI or to a request by his/her authorized representative.

Although the HIPAA Privacy Rule excludes certain PHI from the right of access, the Human Rights Regulations contain no such exclusions.

Psychotherapy notes are treated specially with respect to consumer access.  Consumers do not have access to psychotherapy notes.  

Special Rules for Access to Records of Minors







Minor Consumers  - under the age of 18 must be deemed competent by a clinician in order to consent to treatment and/or access/disclose medical records.

Access to a minor’s records 

Generally, both custodial parents/guardians and non-custodial parents may access a minor’s medical records without the minor’s authorization.  


Exceptions to parental access
1. Parent’s have no right of access when: 

a. Parental rights have been terminated or court order issued for good cause  shown, or 

b. it is reasonably likely to cause substantial harm to the minor or another person.

2. Parents have no right of access to the records of a legally emancipated minor.

3. Parents may NOT access the minor’s records of outpatient substance abuse services unless the minor authorizes this access in writing.

Outpatient Records for Treatment of Substance Abuse Disorders.  Minor has a right to access no matter who consented to treatment.  Parent has no right to access without the minor’s authorization.
Outpatient Records for Treatment of Mental Illness or Emotional Disturbance.  Minor has a right to access no matter who consented to the treatment.  Custodial and non-custodial parents have the right to access unless one of the exceptions above applies.  
Copying Charges for Records









There will be a charge for all copies of medical records unless they fall into one of the following categories:
· Consumer

· Family member of consumer

· Service providers and related agencies, unless a fee is specifically provided for in their request.  (For example, DDS pays for completion of disability eligibility forms.)

If you copy medical records and there is a charge, please contact the Reimbursement Supervisor in Administration at (804) 862-8054, for instructions as to how to process.
Procedures for Processing Requests for Consumer/Authorized Representative Access

Staff receiving a request from a consumer or AR for access to a consumer’s records  shall immediately act on the request.  Staff should immediately inform his/her supervisor of the request.
If the consumer or the authorized representative making the request cannot identify the program in which the consumer was last admitted, staff shall initiate an automated search to determine the appropriate program, and then forward the request to the manager of that program.  

Denial of Access











Access may be denied to all or a part of a consumer’s medical record only if a physician or a licensed psychologist involved in providing services to the consumer talks to the consumer, looks over the services record as a result of the consumer’s request for access, signs and puts in the medical record, permanently, a written statement that he/she thinks access to the services records, or a portion thereof, by the consumer at this time would be reasonably likely to endanger the life or physical safety of the consumer or another person, or the record makes reference to someone other than a health care provider and the access requested would be reasonably likely to cause substantial harm to such referenced person.  Access may be denied only to portions of the record specified by the physician or licensed psychologist.
If access is denied to all or a portion of the medical record, the physician or licensed psychologist shall tell the consumer as much about his/her services record as he can without risking harm to the consumer, and the program manager shall:

· Document in the consumer’s medical record the decision and basis for the decision to limit or refuse access to the consumer's health information (in addition to a statement by the physician or a licensed psychologist);

· Provide a written statement to the consumer or authorized representative that includes the basis for the denial, a statement of the consumer’s review rights as described below, how the consumer may exercise the review rights, and a description of how the consumer may complain pursuant to the complaint procedures in Chapter Ten.  The description must include the name, or title, and telephone number of the contact person or office for receipt of complaints; 

· Notify the consumer of time limits and conditions for removal of the restriction. These time limits and conditions shall also be specified in the record;

· Notify the Director of Operations, who will notify the Regional Advocate; 

· Tell the consumer that he can ask to have a lawyer, physician, or psychologist of his/her choice see his/her records. If the consumer makes this request, the Executive Director, or his/her designee, shall attempt to obtain valid authorization from the consumer for this disclosure.  Even if valid authorization cannot be obtained, the disclosure must be made as requested by the consumer; and
· Tell the consumer he/she can request a review of the denial.
When access to a record is denied the consumer may request a review of such denial.  If such a request is made, the Executive Director shall immediately designate a physician or licensed psychologist not involved in the original decision to conduct such a review.  The program must provide the consumer with a written notice of the reviewing official’s determination, and permit or deny access in accordance with that determination. 

Right to Amend Records










Consumers or their authorized representatives have the right to challenge, correct, amend or explain any information contained in the consumer's medical record and have that request acted on within 60 days.  A request may be made orally or in writing, although the consumer should be encouraged to complete the "Request for Amendment of the Medical Record" (HIPAA 009).
If D19 CSB is unable to act on the request within 60 days, the time for action can be extended–one time only–for up to 30 additional days, provided that the consumer is given, within the initial 60-day period, a written statement of the reasons for the delay and the date by which the request will be acted on.

The right to challenge, correct, amend or explain information shall be included in the “Notice of Privacy” (HIPAA 001) (see Chapter Three).  
Procedures for Processing Requests to Amend







If a consumer asks to challenge, correct, amend or explain any information contained in his/her medical record, staff receiving the request shall immediately notify the Division Director.  The Division Director shall immediately investigate and file in the medical record a written report concerning the consumer’s request.

Approvals of Requests to Amend








 If the Division Director approves the request, the director must:  

· Within 60 days, make the appropriate amendment to the PHI or the medical record that is the subject of the request for amendment by, at a minimum, identifying the information in the medical record that is affected by the amendment and appending or otherwise providing a link to the location of the amendment.  Relevant portions of the record should either be marked clearly to indicate the amendment, or be removed and filed separately with an appropriate cross-reference to indicate that the information was removed;

· Within 60 days, inform the consumer in writing that the amendment is accepted; 

· Obtain the consumer’s identification of and agreement to have the program notify the relevant persons with which the amendment needs to be shared (subject to valid authorization); 

· Promptly notify, in writing, all persons, identified by both the consumer and D19 CSB, including business associates of the D19 CSB, who have received the PHI that the services record has been amended and request that recipients of this notice acknowledge the amendment; and

· Not disclose the original services record without separate specific valid authorization or other legal authority. 

Denials of Requests to Amend









The Division Director may deny a request to amend only if he/she determines that the PHI or record that is the subject of the request:

· Was not created by D19 CSB, unless the consumer provides a reasonable basis to believe that the originator of PHI is no longer available to act on the requested amendment;

· Would not be available for inspection as described in “Right to Access to Records” above; or

· Is accurate and complete, pertinent, timely and necessary.

If the Division Director denies a request to correct or amend a services record, a written statement of the denial must be given to the consumer or authorized representative within 60 days and filed in the services record.  The statement must contain:

· The basis for the denial;

· The consumer’s right to submit a written statement disagreeing with the denial and how the consumer may file such a statement;

· A statement that, if the consumer does not submit a statement of disagreement, the consumer may request that the program provide the consumer’s request for amendment and the denial with any future disclosures of PHI that is the subject of the amendment; and 

· A description of how the consumer may complain pursuant to the complaint procedures established in Chapter Ten.  The description must include the name, or title, and telephone number of the contact person for receipt of complaints (the Director of Operations).
Statement of disagreement.  Upon request, the Division Director shall file in the consumer's medical record a statement from the consumer explaining his/her position.  The Division Director may limit the statement to 200 words.  If needed, D19 CSB shall help the consumer to write this statement.  If a statement is filed, D19 CSB shall:

· Give all persons who have copies of the record a copy of the consumer’s statement; and

· Clearly note in any later disclosure of the record that it is disputed and include a copy of the statement with the disputed record.

District 19 CSB must, as appropriate, identify the record or PHI in the medical record that is the subject of the disputed amendment and append or otherwise link the consumer’s request for an amendment, the program’s denial of the request, and the consumer’s statement of disagreement, if any, to the medical record.

Future disclosures.  If the consumer has submitted a statement of disagreement, D19 CSB must either include the material appended (see above) or an accurate summary of any such information, with any subsequent disclosure of the PHI to which the disagreement relates.  

If the consumer has not submitted a written statement of disagreement, D19 CSB must include the consumer's request for amendment and its denial, or an accurate summary of such information, with any subsequent disclosure of the PHI only if the consumer has requested such action. 

If D19 CSB is informed by another covered entity of an amendment to a consumer’s PHI, D19 CSB must amend the PHI in the consumer’s medical records as provided above.

The Director of Operations is responsible for receiving and processing requests for amendments by consumers and retaining the documentation for a minimum of six years, or longer if required by the Library of Virginia’s document retention schedule.

Right to An Accounting of Disclosures of PHI






 

All consumers and their authorized representatives have a right to receive an accounting of disclosures of PHI in accordance with the provisions in Chapter Nine.

The consumer’s right to an accounting shall be included in the “Notice of Privacy” (HIPAA 001) (see Chapter Three).
Right to File Complaint










All consumers and their authorized representatives have a right to file a complaint in accordance with the provisions in Chapter Ten.
The consumer’s right to file a complaint shall be included in the “Notice of Privacy” (HIPAA 001) (see Chapter Three).
Chapter Nine:  Accountings

The General Rule










 

A consumer has a right to receive an accounting of disclosures of protected health information made by D19 CSB in the six years prior to the date on which the accounting is requested, except for disclosures:

· To employees of the Department of Mental Health, Mental Retardation and Substance Abuse Services, the CSB, the provider or other licensed health care providers;

· To carry out treatment, payment or health care operations;

· That are incidental or unintentional disclosures that occur as a by-product of engaging in health care communications and practices that are already permitted or required by law;

· Made to the consumer or his/her authorized representative;

· Made pursuant to a valid authorization; 

· Made for national security or intelligence purposes; or 

· Made to correctional institutions or law enforcement officials.

All disclosures made without valid authorization that are not included in the exceptions above must be documented on the “PHI Disclosure Log” (HIPAA 005).  The “PHI Disclosure Log” (HIPAA 005) contains the elements required to be documented in an accounting.

Multiple Disclosures











If, during the period covered by the accounting, D19 CSB has made multiple disclosures of a consumer’s PHI to the same person or entity for a single purpose where authorization is not required by the HIPAA Privacy Rule or disclosure is required by the Secretary of USDHHS, the accounting may, with respect to such multiple disclosures, provide: 

· The information required for the first disclosure during the accounting period; 

· The frequency, periodicity, or number of the disclosures made during the accounting period; and 

· The date of the last such disclosure during the accounting period.

Accounting for Research Purposes









If D19 CSB has made PHI disclosures for research purposes for 50 or more consumers, the accounting to any consumer whose PHI may have been disclosed for such research purposes shall provide:

· The name of the protocol or research activity;

· A description in plain language of the protocol/activity, including the purpose of the research and criteria for selecting the consumer’s record;

· A brief description of the type of PHI disclosed;

· Date or time frame during which such disclosure occurred, or may have occurred, including the date of the last disclosure during the accounting period;

· Name, address, and telephone number of the entity that sponsored the research, and of the researcher to whom the PHI was disclosed; and

· A statement that the PHI may or may not have been disclosed for a particular protocol or other research activity.  

If it is reasonably likely a consumer’s PHI was disclosed for such research or activity, D19 CSB shall, at the consumer's or authorized representative’s request, assist in contacting the entity that sponsored the research and the researcher.

Processing Accounting Requests








 

When staff receives a request for an accounting, he/she shall immediately notify the Director of Operations.

Staff shall provide the accounting to the consumer or authorized representative within 60 days of receipt of the request by either:

· Providing the consumer with the accounting; or

· If it is not possible to meet the initial deadline, formally extending the time for providing the accounting for up to an additional 30 days.  When the deadline for an accounting is extended, the Director of Operations shall provide the consumer and his/her authorized representative with a written statement that:

· Explains the reasons for the delay; and

· Indicates the date when the accounting will be provided.

Actions on accountings may be extended only once.  

Documentation for Accounting Purposes







  
District 19 CSB shall document and retain the following for a minimum of six (6) years, or longer if required by the Library of Virginia document retention schedule:

· All information required to be included in the accounting;

· The actual written accounting provided to the consumer; and

· The titles of the persons or offices responsible for receiving and processing accounting requests.

Chapter Ten:  Complaint Process

Introduction











 

· Anyone may file a complaint regarding D19 CSB's privacy policies and procedures and D19 CSB’s compliance with those policies and procedures. 

· Some complaints may be specific allegations that a consumer’s rights have been violated.  These complaints will be handled within the existing human rights complaint process.  

· Other complaints may be general in nature (i.e., not alleging violation of a specific consumer's rights).  A separate complaint process has been established for resolving these complaints.

The General Rule











Each consumer has the right to file a complaint or have someone else file a complaint on the consumer’s behalf that a consumer’s privacy rights under these policies and procedures have been violated.  

Any person has a right to file a complaint that D19 CSB's policies and procedures fail to comply with the HIPAA Privacy Rule.   These complaints are referred to in this Chapter as “general administrative complaints.”

Each person also has the right to a fair and timely review of any complaint made.

District 19 CSB shall not threaten, intimidate, or retaliate against any person who files a complaint. 

The Director of Operations is responsible for receiving complaints.  This person’s name and contact information shall be included in the “Notice of Privacy” (HIPAA 001) (see Chapter Three).

Receipt of HIPAA Complaints









Any staff who receives a complaint about D19 CSB's privacy policies and procedures, or compliance with those policies and procedures, shall immediately notify his/her supervisor that the complaint has been made and forward the complaint to the Director of Operations.

When the Director of Operations receives a complaint, he/she shall determine if the complaint alleges a violation of a specific consumer or consumers' rights, or whether it is a general administrative complaint.  

If a violation of rights is alleged, the complaint will be handled in accordance with the complaint process as set forth in the D19 CSB Human Rights Plan.  The Director of Operations shall immediately notify the Executive Director, who shall attempt to resolve the complaint immediately. 

· If the complaint is resolved to the consumer’s or authorized representative’s satisfaction, no further action is required.

· If the complaint is not resolved to the consumer’s or authorized representative’s  satisfaction within five working days, the Executive Director shall refer the matter back to the Director of Operations, who will report it to the Regional Advocate and treat as a formal complaint pursuant to the provisions of the Human Rights Plan.

If the complaint is a general administrative complaint, the Director of Operations shall investigate the complaint, determine whether the complaint is founded, and, if so, make any necessary changes in the policy or procedure in accordance with the provisions of the Introduction to these policies and procedures.

Receipt of Human Rights Complaints







 

Any staff who receives a complaint that a consumer’s privacy or confidentiality rights under the Human Rights Regulations have been violated must report that complaint in accordance with the provisions of the Human Rights Plan.  

Documentation










 

Documentation regarding all complaints shall be maintained for at least six years from the date D19 CSB received the complaint or took any action on it, whichever is later, unless the record retention schedule of the Library of Virginia requires longer than six years.

Chapter Eleven:  Business Associates and Business Associate Agreements
Introduction












This Chapter provides guidance and procedures for:  

· determining when business associate contract language is necessary to document the terms and conditions of a relationship between a person or entity that performs a function or activity on behalf of D19 CSB involving the use or disclosure of PHI, or engages in any other function for D19 CSB that is regulated by the HIPAA Privacy Rule; 

· provisions of Business Associate Agreements; and 

· addressing breaches of the Business Associate Agreement provisions.  

When business associates are non-governmental entities, business associate language must be incorporated into the contract between D19 CSB and the non-governmental entity.   When business associates are other governmental entities, business associate language must be incorporated into the Memorandum of Understanding (MOU) between D19 CSB and the governmental entity.

The General Rule












D19 CSB must enter into business associate contracts or MOUs, or incorporate appropriate business associate language into existing contracts and MOUs, with business associates, as that term is defined in Chapter One.  

Appropriate business associate language must be included in every contract or MOU with a business associate and must be effective beginning April 14, 2003.

Such contracts or MOUs must assure that the business associate will:

· Use the PHI only for the purpose for which it was engaged;

· Safeguard the information from misuse; and 

· Help D19 CSB to comply with its duty to provide individuals with access to health information about them and accountings. 

See “Business Associate Agreement Provisions” for more information.

A member of D19 CSB’s workforce is not a business associate.

NOTE:  D19 CSB may also be a business associate of another covered entity, if D19 CSB provides a function or activity on behalf of that covered entity.
Exceptions to Business Associate Requirement







Business associate language is not required when:
· D19 CSB discloses PHI to a health care provider for treatment purposes; or

· A financial institution receives, uses or discloses PHI to process financial transactions by debit, credit or other payment card; clears checks; initiates or processes electronic fund transfers; or conducts any other activity that directly facilitates or effects the transfer of funds for compensation of health care.

When a business associate is required by law to perform certain functions or activities included in the definition of “business associate” on behalf of D19 CSB, PHI may be disclosed to that business associate to the extent necessary to comply with the legal mandate without an agreement containing business associate language, provided D19 CSB:

· Makes a good faith attempt to obtain such an agreement; and 

· If the attempt fails, documents the attempt and why the agreement was not obtained.

Determining the Necessity for Business Associate Provision





When staff has a need to disclose PHI to a person or entity who is not part of D19 CSB’s workforce and believes the person or entity may be a business associate, the Program Manager shall request a determination from the Procurement and Facilities Manager as to whether business associate language is required.  

Staff shall not disclose any PHI to the proposed business associate until a determination has been made and any required contract or MOU has been executed.

Initiation of Business Associate Agreement







The Procurement and Facilities Manager shall make a determination as to whether a proposed contractor is a business associate and initiate a Business Associate Agreement, if appropriate.
The Procurement/Facilities Manager will execute and maintain all Business Associate Agreements.

Business Associate Agreement Provisions








The Business Associate Agreement shall comply with the HIPAA requirements and protect the confidentiality and integrity of Protected Health Information (PHI) as required by law.

Following are provisions of D19 Business Associate Agreements:

· The business associate shall not use PHI other than expressly permitted by the Agreement or required by law.    

· The business associate must have a confidentiality agreement in place with individuals of its workforce who have access to PHI.   

· The business associate shall implement safeguards to prevent the use and disclosure of PHI, other than as provided in the Business Associate Agreement.     

· The business associate must maintain a log of details relating to any disclosures of PHI it makes.

· The business associate is required to report to D19 CSB within thirty (30) days of discovery, any use or disclosure of PHI made in violation of their Business Associate Agreement or any law.

· The business associate shall make an individual’s PHI available to the CSB within thirty (30) days of an individual’s request for such information when notified by D19 CSB.

· D19 CSB may terminate the Business Associate Agreement immediately if D19 CSB determines that the business associate has violated a material term of the Business Associate Agreement.

· The Business Associate Agreement shall remain in effect until terminated by either party with not less than thirty (30) days prior written notice to the other party.   Within thirty (30) days of expiration or earlier termination of the contract, business associate shall return or destroy all PHI received from D19 CSB.   The business associate shall provide a written clarification that all such PHI has been returned or destroyed.

Breach of Business Associate Agreement Provisions





A breach of a Business Associate Agreement provision occurs whenever a business associate violates a material term or condition of the Business Associate Agreement provisions within the contract or MOU. 

When the Procurement and Facilities Manager becomes aware of a breach, he or she shall immediately report the breach to the Director of Operations and complete an “Incident Reporting Form” (HSM 003).  D19 CSB will: 

· Take reasonable steps to cure the breach, and

· If cure is unsuccessful, terminate the contract if feasible, or 
· If termination is not feasible, report the breach to the Director of Operations for reporting to the Secretary of USDHHS.
“Reasonable steps” will vary with the circumstances and the nature of the business relationship and shall be taken in consultation with the Director of Operations and the Privacy Officer. 

Any disclosure that results from whistleblowing by the business associate does not impose a duty on D19 CSB to correct, cure, or terminate the relationship.

Requests for Business Associate Language from Another Covered Entity

When D19 CSB receives a request to execute a business associate provision from another covered entity that is not a part of the D19 CSB’s workforce, the Program Manager shall forward the request to the Procurement and Facilities Manager.

D19 CSB shall not obtain any PHI from the requesting entity or person until a determination of need has been made and any required contract or MOU has been executed.

Chapter Twelve:   Safeguards to Protect the Privacy of Protected Health Information (PHI)

Introduction













In addition to information included in medical records, all other information related to consumers must be carefully regulated to protect confidentiality.
District 19 CSB must use appropriate safeguards to protect the privacy of protected health information (PHI).   The following are safeguards that should be employed by D19 CSB staff:

· Education is key.  Disseminate the “Notice of Privacy” (HIPAA 001) and copies of these policies and procedures upon request.

· Use methods to accommodate the special needs of consumers to ensure they understand their right to privacy and can make their wishes and choices understood.

· Collect PHI in a setting and in a manner that allows maximum privacy and protects it from improper use or disclosure.

· Specify who in your office is responsible for processing authorizations and disclosures of PHI, including those on behalf of a consumer when he or she is incompetent, comatose or otherwise unable to authorize such disclosure.  

· Ensure that the types and amount of PHI used or disclosed are limited to that information which is the minimum necessary and are essential to the stated purpose.  

· Institute appropriate administrative, technical and physical safeguards to protect the privacy of PHI, for example:

· Shred documents containing PHI prior to disposal (contact the Office of Quality Improvement for guidance);

· Lock doors to medical record rooms, offices and office files containing PHI; and
· Limit access to areas where documents with PHI are housed.
Oral Communication










Each program site should implement protocols governing basic codes of conduct pertaining to oral communication, including the following measures:  

· Post signs to remind staff, visitors and contractors to protect consumers' privacy;

· Never discuss PHI in elevators, hallways, lobbies, lunchrooms, restrooms, or other public areas inside or outside the workplace; 

· Escort consumers who are hard-of-hearing to private areas before asking them sensitive questions;

· Take reasonable precautions to minimize the chance of incidental disclosures to others who may be nearby, (e.g., using lowered voices, talking apart (away from others)), when:

· Coordinating services at hospitals, schools, neighborhoods, etc.;

· Discussing a consumer’s condition over the telephone; and

· Discussing issues with a consumer in a joint treatment area. 

Review of Practices











Each program should determine which, if any, of the following adjustments can be reasonably implemented to safeguard PHI:

· Request waiting consumers to stand a few feet back from a counter used to dispense medications;

· Encourage the more diligent use of curtains or screens in areas where oral communications often occur between staff and consumers, or among professionals treating the consumer;

· Use cubicles, dividers, shields or similar barriers in day rooms or in treatment malls where communications routinely occur; 

· Give consumers numbered tickets in clinics so that full names are not called out;

· All written material with consumer names (daily schedule, phone log, medical records, caseload listings, appointment books, correspondence, reports, accounts payable, etc.) must be handled and maintained in a way that prevents unauthorized access or reading of this material while it is being used.  It must be secured in locked metal file cabinets at the end of the day;

· If confidential material is being used and staff must be away from the desk/work area, the material should be closed or covered to prevent unintended or accidental access by others;

· Use of consumer names or other identifiers and discussions with and/or about consumers and their families, etc., by staff should be done outside of the public areas of the agency (such as the waiting, reception or secretarial areas.)  Confidential information must only be discussed in these areas when necessary and with precautions against others hearing such discussions.  Staff answering phone calls in public areas should be aware that conversations may be overheard by unintended listeners including other consumers;

· Consumers or other non-staff will only be allowed in the secretarial area on official business;

· Support staff and clinical staff must develop ways for those answering the telephone to have current information about which persons are authorized to receive information regarding each consumer.  This includes family and others who may call in or drop by the service location;

· Offices, desks and file cabinets that can be locked, must be locked at night in all areas;

· Pink phone message slips must be locked up at the end of the day;

· Medical records must be returned to the file room or designated locked file cabinets at the end of the day;

· Sign-in logs must be locked up at the end of the day.

Telephone and Telephone Messages








Each program site should evaluate and implement practices regarding telephones (corded and cellular) and telephone messages to ensure that: 

· Speakerphones are not used to listen to messages or to talk with colleagues about PHI unless in a sound controlled environment and the colleague is authorized to have access to such information;

· PHI is not included in a voice-mail and information is not forwarded via voice-mail except in special or emergency circumstances where voice mail access is controlled by a recipient authorized to have access to such information; 

· Messages are sufficiently vague so as not to link a consumer with his/her medical condition;

· Messages for consumers are limited to requesting a return call only, unless directed differently by the consumer; and

· PHI is not shared with family members, unless the consumer has given valid authorization for such exchange to occur.

Responses to Phone Requests for Information
Caller: 

· I need to talk to _______’s case manager. 

· Is _____ there?

· Is _____finished with his/her appointment?

Staff Response:

“I can neither confirm nor deny that information without valid authorization.  I’ll be happy to take a message and if we have valid authorization on file permitting us to respond to your request, the appropriate person will return your call.”


Caller: 
· I sent an authorization to obtain information from D19 and want to determine whether the request was received.

· I need some information on ______________________. 

Staff Response: 
“I will forward your call to the Quality Improvement Supervisor (if at 20 W. Bank St. location) or Program Manager (if at a location other than 20 W. Bank St.) who handles requests for information.”
Facsimile Transmissions










D19 CSB will protect the confidentiality of all consumers and comply with HIPAA and other state and federal regulations.  Faxing protected health information (PHI) makes it difficult to protect confidentiality.  Thus, faxes should be used sparingly, only when the original paper record or mailed copies cannot meet the needs of urgent or emergency care.  D19 will reasonably safeguard PHI from intentional or unintentional use or disclosure.  All staff, students, volunteers, interns, residents, and contract workers should adhere to the following regarding facsimile transmissions.  Each program should establish protocols to ensure the privacy of PHI transmitted by facsimile (fax), including the following:

· Faxing information containing PHI should occur only when the original paper record or mailed copies cannot meet the needs of urgent or emergency care.  

· Except as authorized by law, a properly completed and signed valid authorization must be obtained before releasing PHI.

· Especially sensitive medical information, such as information related to AIDS/HIV, sexually transmitted disease, etc., may not be faxed unless the valid authorization specifically addresses this information.

· All transmittals of PHI must include the “Fax Transmittal Cover Sheet” (HIPAA 010), 
which contains the confidentiality statement required by state and federal regulations, and “Disclosure of PHI Cover Letter” (HIPAA 003).
· Diligence should be used when keying in the fax number.  Frequently used numbers should be pre-programmed into the machine to prevent misdialing errors.

· If possible and within D19 CSB, use the original record for exchanging information.  For internal D19 CSB use of faxes, once the transmitted copy of the information has been used and is no longer needed, destroy the fax copy by shredding.  This avoids duplication with the original in the medical record.

· Original documents containing PHI should not be faxed.  Copies of the original page(s) should be copied and stamped “Copy”, and those copies faxed. 

· Information transmitted by fax must be limited to that necessary to meet the requestor’s needs.

· Reasonable efforts should be made to ensure that the faxed information is sent to both the correct destination and authorized  recipient:

· Verify that the recipient will be available to received the faxed PHI;

· For a new recipient, verify the fax number by telephoning the recipient before sending the fax, verifying the recipient’s authority to receive confidential information, and verifying that the receiving fax machine is in a secure location; and 

· Telephone the recipient to ensure they received the fax.  Make a written note on the fax confirmation report of who confirmed receipt of the fax, and when. (See Chapter Four regarding verification of identity and authority.)

· If the fax does not reach the intended destination and/or recipient, immediate corrective action is necessary.  Identify the incorrect fax location on the fax confirmation report. Complete the “Misdirected Fax” (HIPAA 011) and fax it back to the party who received the fax in error.  This will instruct them to destroy their copy and hold the information confidential.  
· An “Incident Reporting Form” (HSM 003-01) must also be completed in accordance with HSM 003.  The “Incident Reporting Form” (HSM 003-01) should be forwarded to appropriate parties with a COPY of the completed “Misdirected Fax” (HIPAA 011) attached.
· Fax machines used for sending or receiving confidential information should be located in secure areas with limited access.  An individual should be assigned to monitor each machine and retrieve documents on a routine basis throughout the workday.
· The individual assigned to monitor each machine is responsible for ensuring that incoming faxes are properly handled, not left sitting on or near the machine, and distributed to the proper recipient expeditiously by handing it to the intended recipient or sealing the fax in an envelope.
· The individual assigned to monitor each machine will periodically and/or randomly check all commonly used and preprogrammed numbers to ensure they are current, valid, accurate, and authorized to receive confidential information.
· If you know that you will receive a fax that contains PHI, ask the person faxing the information to inform you ahead of time so you can be present to receive it.
· If the fax machine uses thermal paper, documents transmitted to D19 CSB by fax may deteriorate over a period of time.  If filing in the medical record, a photocopy of the fax should be made, then the thermal paper copy shredded.
· If a document requiring a signature is signed by its author before fax transmittal, a new signature is NOT needed for the copy.  If unsigned physician’s orders are faxed in to the service location, the orders may not be carried out until verified with the ordering physician.   The verification should be noted on the fax copy and the note should be signed, timed and dated by the person performing the verification.
· Paper shredders should be placed near fax machines to minimize the potential that duplicate or faulty fax pages are discarded in trash bins accessible to unauthorized persons.
Copying Machines and Printers









Each program/administrative site shall ensure that PHI contained in copiers and printers is kept confidential.  For example:

· Control access to machines in unsecured areas, to the extent practicable, to reduce the likelihood of PHI being viewed by unauthorized persons;

· Encourage staff to actively monitor and safeguard any PHI left on or in machines or printers; and

· Train staff to remove any confidential material found jammed in a copier.

Computers












Please refer to the “HIPAA Policies and Procedures for Security Rule – Electronic Protected Health Information,” which are available on the D19 Intranet.

E-Mail












 

· No PHI may be e-mailed to anyone outside of the agency.

· Notify outside entities, as necessary, that we do not e-mail any PHI, and can fax PHI only if it is urgent.  (Refer to “Facsimile Transmissions” above.)

· E-mailing PHI within the agency:

· PHI may be e-mailed from one D19 e-mail address to another D19 e-mail address. (Note: E-mailing PHI outside D19 (to a non-D19 address) is prohibited.) 

Photographic Images and Imaging









Under certain circumstances, consumers and recipients of D19 CSB services (i.e., active consumers, Prevention program recipients, infants, etc.) may be photographed (such as during program social events or as identification in a medical record).  Consumers may also be videotaped, such as for supervision purposes.

The following guidelines will be used for photographic images and imaging:

· The consumer or his/her authorized representative must give written authorization “Media Authorization” (HIPAA 012) before photography is done by anyone other than a friend or family member.  When photography is used for treatment or safety purposes, the consumer or authorized representative should be given an opportunity to authorize the use.

· Authorization must be obtained using, “Media Authorization” (HIPAA 012) before photographs (or other images) are released outside of the agency.

· Note: Photographs taken to document abuse or neglect do not require authorization from the consumer or the authorized representative.  Such photographs may be submitted with the required report to the investigating agency, in accordance with statutory requirements.  However, such photographs shall not be used for other purposes (such as teaching) without  valid authorization.

· When used in telemedicine or on the Internet, the images, along with the complete medical record, will be encrypted to protect the consumer’s privacy.

· If photographs are part of a research project, D19 CSB will ensure that the applicable research review board, in accordance with all applicable laws, reviews photographs taken as a part of research protocol.  Authorization for such photography should be incorporated into the form signed by the consumer to authorize participation in the research protocol.  The research review board will be directly involved in decisions related to practices regarding the collection and release of photography.  Research proposals should specify why the use of photographs and/or videotape images are essential to the research project and how the images will be retained or destroyed at the completion of the study.
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APPENDIX A

REQUIREMENTS FOR DE-IDENTIFIED HEALTH INFORMATION

Health information can be properly de-identified in either of the following two ways:

1.
Health information shall be considered de-identified if:  1) the staff disclosing the information has no actual knowledge that the information could be used alone or in combination with other information to identify a consumer who is the subject of the information; and 2) the following identifiers of the consumer or of relatives, employers, or household members of the consumer are removed:

· Names;

· All geographic subdivisions smaller than a state, including street address, city, county, precinct, zip code, and their equivalent geocodes, except for the initial three digits of a zip code if, according to the current publicly available data from the Bureau of the Census:

· The geographic unit formed by combining all zip codes with the same three initial digits contains more than 20,000 people; and

· The initial three digits of a zip code for all such geographic units containing 20,000 or fewer people is changed to 000;

· All elements of dates (except year) for dates directly related to a consumer, including birth date, admission date, discharge date, date of death; and all ages over 89 and all elements of dates (including year) indicative of such age, except that such age and elements may be aggregated into a single category of age 90 or older;

· Telephone numbers;

· Fax numbers;

· Electronic mail addresses;

· Social security numbers;

· Medical record numbers;

· Health plan beneficiary numbers;

· Account numbers;

· Certificate/license numbers;

· Vehicle identifiers and serial numbers, including license plate numbers;

· Device identifiers and serial numbers;

· Web Universal Resource Locators (URL’s)

· Internet Protocol (IP) address numbers;

· Biometric identifiers, including finger and voice prints;

· Full face photographic images and any comparable images; and

· Any other unique identifying number, characteristic, or code. 
2.
Health information shall also be considered de-identified if:

· Staff who has appropriate knowledge of and experience with generally accepted statistical and scientific principles and methods for rendering information not individually identifiable has determined and documented: 

· That there is minimal risk that the information could be used alone, or in combination with any other information, by a recipient to identify a consumer who is the subject of such information; and

· The methods and results of the analysis that justify this determination; and

· Staff does not have actual knowledge that the information could be used alone, or in combination with other information, to identify a consumer who is the subject of the information.  

APPENDIX B
LIST OF HIPAA FORMS

HIPAA 001 – Notice of Privacy

HIPAA 002 – Acknowledgement of Receipt of the Notice of Privacy

HIPAA 003 – Disclosure of PHI Cover Letter

HIPAA 004 – Authorization to Disclose Confidential Information

HIPAA 005 – Protected Health Information Disclosure Log

HIPAA 006 – Authorization to Disclose Confidential Substance Abuse Information: SA Consumer Referred by Criminal Justice System for Treatment/Services (Discontinued 10/05)
HIPAA 007 – Invalid Authorization Cover Letter

HIPAA 008 – Revocation of Authorization to Disclose Confidential Information

HIPAA 009 – Request for Amendment of the Medical Record

HIPAA 010 – Fax Transmittal Cover Sheet

HIPAA 011 - Misdirected Fax

HIPAA 012 – Media Authorization 
APPENDIX C 
42 C.F.R. Part 2 – “The Federal Confidentiality Regulations”
http://www.access.gpo.gov/nara/cfr/waisidx_00/42cfr2_00.html
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