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Introduction and Purpose

Policy Statement

It is the policy of D19 CSB that all staff, students, volunteers, interns, residents, and contract workers will comply with the Policies and Procedures for Security Rule – Electronic Protected Health Information, and other related state and federal laws and regulations.  Violations should be reported according to the protocols established in the D19 CSB Compliance Plan.
District 19 Community Services Board's Management Information Systems (MIS) will maintain prevention activities and reserve systems to assure access to a current and complete CMHC/MIS and network system during regular business hours.

Preemption Issues

"Generally, where provisions of the HIPAA Privacy Rule are contrary to state law, state law is “preempted” unless the state law is more stringent.  “Contrary” means that it is impossible to comply with both the state and federal requirements, or that the state law stands as an obstacle to the accomplishment and execution of the full purposes and objectives of the Privacy Rule.  “More stringent” means that the consumer is provided with greater protection or greater access.   Where state laws are more stringent, those state laws and regulations must be followed.  These policies and procedures identify which of the laws must be followed under which circumstances."

Changes in Policies and Procedures or Agency Protocols

The Executive Director may make changes to these policies and procedures when recommended by the Director of Finance and Administration.
Whenever changes in the law occur which require a change in these policies and procedures, the Director of Finance and Administration shall promptly advise the Executive Director and make suggested revisions to the policies and procedures.  Once approved by the Executive Director, the Director of Finance and Administration will distribute the revised policies and procedures to Directors, who will notify staff in their respective divisions, of the changes

Chapter One:  Management Information Systems (MIS) Disaster Recovery

Backup Procedures:

Purpose:
A. To develop an on-going program for the prevention of damage to the main computer system.

B. To develop a plan for recovery of current and complete data as soon as possible following a disaster or damage to the main computer systems.

Procedures:

A. Prevention
1. The main computer equipment will be maintained under a hardware maintenance contract to allow for repair and maintenance of defective or damaged equipment.
2. An uninterruptible power supply (UPS) is installed to prevent damage caused by power fluctuations and allow for a normal shutdown in the event of a power failure.
3. All computers will have a virus scan program installed with the basic setup of the computer.  The standard virus and spyware protection used by D19 CSB is TREND MICRO.
4. Regular back-up procedures will be followed for data files and software files to insure recovery of the most current information.  (See back up schedule outlined below).  Back-up tapes will be stored in a location that minimizes the danger of destruction to the information on those tapes.
5. Back-up Schedule:

Daily

Full system back-ups Monday thru Friday.

Each daily backup is kept for 1 week.

Weekly 
Full system backups Monday

Monthly 
Full system backups the last day of the month.  Keep for 3 Months

Quarterly
Last month of the quarter is kept for 1 year.

Annually
Last month of the calendar year a full system backup is made and kept permanently.

6. Back-up Storage:

Daily tapes are stored in a fireproof safe in the MIS computer room. Weekly, Monthly, Quarterly and Yearly (off site) tapes are promptly removed to the Colonial Heights Clinic The following individuals have access to the safe for storage and retrieval of the back-up tapes:

MIS Manager

MIS Specialists

Accounting & Reimbursement Manager

7. In addition to the completion of tape backups of the data, two backup ZIP Disks are completed weekly.  Placed on the Zip are the planned events, so that if the network or CMHC experiences any down time the planned event file can be read in ASCII by any DOS-based computer.  Also on this Zip are files containing active client contact information & active staff contact information so that they can be accessed in case of emergency.  One of these diskettes is kept in the fireproof safe located in the MIS computer room; the other is taken off site with the off site back up tapes.
8. CMHC users will date and initial all original sources of entry (i.e., entry forms, Service Activity Logs, etc.) and file in a manner that will allow the gathering of this data for reentry in the event of emergency recovery procedures.

B. Contingency Plans for Major Disasters:
In the event of a disaster, a four-phase cycle will take place to bring about full restoration of normal processing; detection and reaction, implementation, initiation of backup site procedures, establishment of full recovery at backup site.

1. Detection and Reaction

In the event of an emergency situation, the Executive Director will be notified who in turn would notify the appropriate emergency authorities.  If the MIS Manager cannot be reached contact the next available person on the list.

Director, Finance & Administration

MIS Specialists

Accounting & Reimbursement Manager

The person that responds to the emergency from this point on shall be referred to as the MIS Disaster Recovery Captain.

2. In the event of damage to the computer(s), the following steps will be taken:

a. At the time the MIS Disaster Recovery Captain has been contacted, the captain will make a decision based on the problem encountered and contact one or more of the following:

1.) Hardware Problems:
a.) CMHC Systems, Account # 426
(614) 764-0143, or

(800) 233-2642
b.) IBM (800) 426-7378
c.) Gateway Computers (800) 211-4952, Option 2 

Report any emergencies and identify self as District 19 CSB employee. Request immediate attention for equipment repair or replacement under hardware maintenance agreement.

2.) Electrical (contact Landlord)
3.) Air conditioning (contact Landlord)
4.) Routers & direct connect lines:  1-800-533-1659 or David Allen at the Virginia Information Technology Agency (VITA):  (804) 351-4093
b. If the MIS Disaster Recovery Captain has elected to power down the computer or if the computer powers down by itself for any reason, it should not be powered up until approval has been received from the hardware vendor and the MIS Manager.
c. In case of fire or flood, and the decision has been made by the Disaster Recovery Captain not to relocate the computers to an alternate site, the following steps should be taken:
1.) Notify all users 
2.) Power down the computers

3.) Power down all printers and peripherals (attached equipment)
4.) Turn off the UPS
5.) Unplug all equipment
6.) Cover all equipment with plastic
7.) Notify the hardware vendor to have equipment checked for damage
3. Initiation of backup site procedures

In the event that potentially dangerous conditions are present (hurricane, flood, fire etc.) and the Executive Director has chosen to relocate the administration, the computer and all other equipment, manuals, tapes, forms, etc. that have been previously labeled shall be packed up and readied for transport to designated facility.

C. Establishment of full recovery at backup site

1. Relocation Steps – 

d. Determine, which alternate backup facility, needs to be used:

Alternate Backup Site #1
Hopewell Clinic

Alternate Backup site #2
Dinwiddie Clinic

Alternate Backup Site #3
Colonial Heights Clinic

e. Notify backup site of intent to use facility
1.) Notify users to sign off programs and hold source documents
2.) Power down computers
3.) Power down all printers and peripherals
4.) Turn off UPS
5.) Unplug all equipment
6.) Ready equipment for transport
7.) Take all needed manuals, tapes, and forms
8.) Cover remaining equipment with plastic before transportation of equipment begins.
f. Begin setup and assembly of equipment at backup site.
g. Establish hardware & supply needs.
h. Order necessary equipment & supplies
i. Order necessary equipment & supplies
j. Notify all programs and users of current backup facilities and recent events, amount of damage and anticipated timeframes
k. MIS Disaster Recovery Captain to contact the CSB Risk Manager to do the following if appropriate:

MINOR DAMAGE

Anticipated downtime one to two days.  Damage may be to hardware, software, mechanical equipment, electrical equipment or the facility.

MAJOR DAMAGE

Anticipated downtime three to six days.  Major Damage to hardware or Facility.

CATASTROPHE

Anticipated downtime one week or more.  Computer room or facility completely destroyed.  Restoration will begin both at alternate site and current facility.

a.) Photograph site if possible.
b.) Prepare report that outlines damages and disposition of hardware.
c.) Have CSB Risk Manager contact the insurance company, follow up with adjuster and initiate insurance claims.

2. Notify all CMHC and Computer users by e-mail and/or phone calls:
a. Batch by date all information entered since the last available backup in preparation for re-entry of this information.
b. Wait for further instructions on the availability of the system.
c. Bring up system if OK has been given by MIS Manager or MIS Disaster Recovery Captain.
d. If the equipment is new, test.
e. Restore latest full system backup and latest data only backups.
f. Begin testing to verify file and database integrity.
g. Establish processing schedule for operations.
h. Start processing critical applications.
D. Processing Payroll and Accounts Payable Following a Catastrophe:

1. A safe deposit box will be established at the BSV Branch on Cox Road. Access will be limited to the Executive Director, Director, Finance & Administration, and Accounting & Reimbursement Manager. Two persons are required to access the safe deposit box.
2. A supply of approximately 300 blank checks will stored in the safe deposit box to be retrieved and used in the event of a catastrophe.
3. A listing of salaried employees’ net pay (updated each calendar quarter) will be stored in the safe deposit and used to prepare manual payroll checks in the event the CMHC system is down for more than one pay period.
4. Emergency accounts payable checks will be written, as necessary from the supply of checks in the safe deposit box.
E. Restoration of Facilities and Operations at Original/New Site:

1. Coordinate the repair/construction of the original/new location.
2. Contact hardware vendors to determine if hardware is repairable or must be replaced

3. Contact cable company to verify existing cabling is good or if it needs replacement.
4. Order any other data handling equipment (CSU/DSU, routers, modems, switch boxes, surge protectors).
5. Contact VITA and arrange for new lease line.  Set up schedule for proposed completion.
6. Give Procurement a list of all items required.
7. Contact all Program Directors and determine what PC’s, terminals, printers, modems, surge protectors or software need replacing.
a. Set up time frame and schedule ordering, delivery and installation.
b. Make departments aware of this schedule and what our expectations are of them.
8. As soon as equipment is replaced or repaired, retrieve and restore the latest full system and latest data only backups.  Following restoration of the backup(s) to the computer equipment, test the system to make sure it is in good working order and that the restore procedures worked.
9. Notify CMHC users that:
a. They may sign back on the system.
b. They must re-enter the data gathered in step II.D.2.a.
c. After re-entering the data selected in step II.D.2.a, they should check the area of information affected to make sure it is correct and up-to-date before resuming entry of previously un-entered information.
F. Planning and On-Going Responsibilities:
Security Officer
1. Keep MIS Disaster Plan updated; correcting names, addresses and telephone numbers.
2. Ensure plan is properly distributed.  Copies are to be kept at all alternate locations.  Copies distributed to MIS Manager, MIS Specialists, and Director, Finance & Administration, Risk Manager and the computer room.  Employee copies are to be kept at home.

3. Periodically check alternate backup facilities.
4. Formally update Plan annually.
5. Schedule MIS emergency management team meeting every 6 months, discuss current status.
6. Meeting with other corporate disaster recovery team leaders will take place following agency guidelines.
7. Develop and keep current computer room labeling of equipment.
8. Keep and maintain documentation of all computer hardware configurations.
9. Review insurance coverage with Director, Finance & Administration and MIS Manager annually to verify coverage is adequate and current.

G. Training:
Employees will be trained in the preventive back-up and recovery implementation procedures.

H. Testing:

An unannounced testing of the plan may be conducted once a year, requiring simulation restore and data recovery procedures for one day’s work.

I. Monitoring and Evaluation:
1. The MIS Manager will conduct monitoring of prevention procedures periodically.
2. Evaluation of the plan will be done following annual testing and in the event of an actual emergency.

Hardware Backup Procedures

A. Disaster Recovery Router Configuration Backups

· Backups for the Routers:  The files are copied to a router directory on the 2000 server Network Drive directory.  This is accomplished only when the router configuration is updated.
· The 2000 server is backed up daily

B. Disaster Recovery Perle Configuration Backups

· Backups for the Perle:  The files are copied to a Perle directory on the 2000 server Network Drive directory.  This is accomplished only when the Perle configuration is updated.
· The 2000 server is backed up daily  

C. Disaster Recovery InstaGate Configuration Backups

· Backups for the InstaGate:  The files are copied to an InstaGate directory on the 2000 server Network Drive directory.  This is accomplished only when the Email accounts are updated.

· The 2000 server is backed up daily  

D. Disaster Recovery Backups (AIX)

· Backups for the AIX systems are a Full Volume Backup. These are created using the CMHC Backup Utilities from CMHC MISADM Menu. 

· Full Volume Backups:  Full Volume backups are taken daily except for weekends. The tapes are taken off-site on the following bi-weekly cycle. Full volume backup tapes expire on a 30 day retention cycle. 

· Tape Management Catalog

· Another important item carried off site is a listing of the tape management catalog. This will provide critical information concerning Dates for the backup tapes.

E. Disaster Recovery Backups (2000 Server)

· Backups for the Windows 2000 server systems are a Full Volume Backup. The backups are created using the Tapeware Backup Utilities. 

· Full Volume Backups:  Full Volume backups are taken daily except for weekends. The tapes are taken off-site on the following Bi weekly. Full volume backup tapes expire on a 30-day retention cycle. 

· Tape Management Catalog 
· Another important item carried off site is a listing of the tape management catalog. This will provide critical information concerning Dates for the backup tapes.

Chapter Two:  Security Management Process

Policies: 

It is the policy of District 19 Community Services Board (D19 CSB) to manage the security of all electronic protected health information (ePHI).  Information system security exists to guard ePHI from improper alteration or destruction.  Further, a regular review of information activity is conducted to detect information system security violations followed by a defined response and reporting procedure to contain and correct violations when suspected or confirmed violations are noted or reported. 

Procedures:

A. Preparation Process:
1. Security plans are developed by MIS for each system, platform, and protocol.
2. The information system’s audit trail tracking function is capable of reporting for email and internet usage:
a. all access codes logged into the system by date and time, and the location of information provided or removed;
b. any unauthorized access attempts that are made;
c. in such a way as to be downloaded to electronic tapes and stored off-site every month.

3. The CMHC system is capable of some transactions by Operator ID. Annually a list of staff and their respective access level will be sent to program supervisors for review, changes and approval.
4. Any changes or modifications made to the information system involving hardware, software, system configuration, system proceedings, or the network are recorded for potential review in an investigation concerning a security incident.

5. Integrity controls are implemented in the information system to minimize the risk that data can be improperly altered or destroyed.

6. Acceptable levels of risk are defined, and minimum review frequency standards are determined for random reviews.

7. The Leadership Team, and any designees, have a general idea of security issues and the security plans developed.

8. Agency employees are trained on the security measures regarding ePHI upon initial orientation to the agency as a new employee and reviewed annually.

9. An employee’s access to view or update or input ePHI is determined by the position held [role based] within the agency.

10. Employees allowed to update or input information into the Information System are thoroughly trained and their work is monitored to ensure compliance.

11. The Security Management Process is evaluated and reviewed annually by the Security Officer.

12. Documented changes to the Security Management Process will be communicated to all employees.  

B. Review and Detection Process:
1. Random reviews of information system usage will include unannounced site surveys, verification of data entry accuracy, exception reporting, log-in attempts, and information system activity report. Timing of random reviews is determined by minimum frequency standards for each type of review and strategic events such as upgrades or system changes. Areas of review may include:

· Activity in the system when agency or MIS department is not open;

· Activity in the system that is outside the assigned security level of the user;

· Unusual drops or spikes in disk space utilized by users;

· Log-in attempts and discrepancies;

· Users who do not log off at the end of their shift;

· Users that have sign-ons logged for days they are not working;

· Unusual activity in security management areas or high level table maintenance or system profile access;

· Users with no activity within a specified time period; supervisors will be notified by MIS of inactive accounts that are recommended for removal of access.

2. Specific review efforts shall be logged including date of review, type of review, staff member performing review, a brief listing of any violations noted against accepted levels of risk, and action taken. Any discrepancies or violations, suspected or confirmed, are reported immediately to the Security Officer and Compliance Officer. The Security Officer reviews the log at least monthly.  The log is copied and forwarded to the Compliance Officer at least monthly. 

3. Agency employees have the obligation to report any discrepancies or violations, suspected or confirmed, immediately to the Security Officer and Compliance Officer.

C. Response Process:
1. Containment Process
a. The Security Officer has the right to terminate any information system user’s access at any time.  Notification of immediate access termination due to suspected or confirmed information security violation will be communicated to the employee’s immediate supervisor, the supervisor’s Director, Director of Finance & Administration, and Compliance Officer. 

b. The Security Officer has the right to limit or terminate employees’ access to the information systems in order to conduct an assessment of damage due to an information security violation.

c. A review of the information system’s security processes is overseen by the Security Officer, or his designee, to determine the security breach and it’s impact on the systems and information maintained on the system.  The Security Incident Response Team will include the Security Officer, or his designee, the Compliance Officer, and other employees as appointed by them.

d. A summary of assessment findings is documented and used in the Correction Process defined following.

2. Correction Process

a. The summary of assessment findings is used by the access user’s supervisor, HR Director, and Director of Finance & Administration to determine corrective action as outlined in the Standards of Conduct. As applicable, law enforcement will be contacted.

b. The Security Incident Response Team will make recommendations to the Leadership Team concerning action necessary to mitigate, to the extent practical, any harmful effects of the security incident.  As appropriate, the Leadership Team will report to or involve the Board.

c. The summary of assessment findings is used to update equipment, information procedures or policies in such a way as to prevent future security violations of this nature.

D. Documentation:
1. A manual will be maintained by the Security Officer which will document the following: 

a. Incident triggering investigation of suspected or known security violation;

b. Actions taken and by whom to contain security breach;

c. Actions taken and by whom to correct security breach;

d. Actions taken and by whom to mitigate harmful effects of the security breach.

2. The documentation in the manual will be kept at least 6 years.

Chapter Three:  Device and Media Control

Policy:

It is the policy of District 19 Community Services Board (D19 CSB) to ensure that all procedures governing the receipt and removal of hardware and electronic media that contain Protected Health Information (PHI) into and out of D19 and the movement of these items within the facility will be adhered to by all workforce members. Additionally, all members of the workforce will follow policies on disposing, removing, acquiring and installing hardware and software with the purpose of preventing unauthorized PHI from being electronically transmitted or physically taken from D19 CSB.

Procedures:

A. All purchase orders of computer hardware and software will be approved by the MIS Department even if the price of the item is zero or another organization is willing to pay District 19 CSB to install the item.

B. All computer hardware and software will be installed by MIS.  No installation is to be performed by members of the workforce who are unauthorized by MIS.

C. Devices and software that have the potential to transmit or transfer PHI should be minimized and only authorized for certain computers.

D. Inventory records, media records and configuration logs are affected by the acquisition of hardware and software.  They all must be modified accordingly.

E. Particular attention must be given to hardware devices and corresponding software that enable the transmission or transfer of PHI:
· Storage devices including but not limited to tape drives, CD-R/W, fixed disk drives and floppy disk drives

· Remote access devices

· Transmitting devices

· Unsecured telephones (including cellular), etc.

· Laptops

F. Attention must be also given to applications that transmit PHI.

[Probably the best way to ready a workstation is to: (1) first create a standard hard disk image for a particular class of workstation, (2) duplicate it on the new workstation and (3) configure it for a particular person.]  When the items are installed or uninstalled, a configuration log will be initiated or modified accordingly.  

G. Only acquisitions of hardware and software that that are designed to keep PHI safe are to be ordered and installed.  This is a judgment call for MIS; but, factors to consider include the benefits that the item enables, the vulnerabilities that it enables, and the risk of PHI being disclosed.

H. The HIPAA Security rule defines audit controls as “mechanisms employed to record and examine system activity” and the consensus seems to be that Audit Trail is “the result of monitoring each operation on information.” Generally, Audit Trail identifies who (login ID) did what (read-only, modify, delete, add, etc) to specific data (identify member and data about that member that was acted upon), and when (date/time stamp).  Under the HIPAA Privacy Rule it is necessary to also know “Why” the data was accessed, so audit logs will need to go beyond the simple capture of login name, date/timestamp, and action taken associated with the data that was accessed.

One of the purposes of the audit trail is to actively monitor access to Protected Health Information.  Another is to be in a position to assess the damage should someone break-in or accidentally access Protected Health Information.

I. Establish Policy and Procedures for Audit Trail associated with applications and networks at District 19 CSB. 

J. The CSB MIS Department will provide an audit trail for applications and networks.  The format of the logs is given in the description of the two logs -- login/logoff log and data access log.

K. It is the responsibility of the Security Officer to analyze the logs to determine unauthorized access.

L. All logs will be password protected.

M. All logs will be retained for 6 years.

Login/Logoff Log
The elements of the log are as follows:
· Identification of the person making the access
· Surname
· Middle initial
· Given name(s)
· Universal ID (if available)
· Social security number
· Local ID1
· Local ID2
· Organization making the entry
· Role of the person making the access
· Name of application and version number that is used to access data (application could be on a mainframe, server or workstation)
· Date and time stamp of login
· Date and time stamp of logoff

Note: This log is at the application level.  In some instances, it is prudent to record which network the user used to enter the network, where the data resides, and the authentication server that was used to authenticate the user.

Chapter Four:  Data Back-Up and Storage

Policy:

Regular back-up procedures will be followed for data files and software files to insure recovery of the most current information.  (See back up schedule outlined below).  Back-up tapes will be stored in a location that minimizes the danger of destruction to the information on those tapes.

Procedures: 

A. Back-Up Schedule
Daily 

Full system back-ups Monday thru Friday.  



Each daily backup is kept for 1 week.

Weekly 
Full system backups Monday

Monthly 
Full system backups the last day of the month.  Keep for 3

 
Months

Quarterly
Last month of the quarter is kept for 1 year.

Annually
Last month of the calendar year a full system backup is 


made and kept permanently.

B. Back-Up Storage
1. Daily tapes are stored in a fireproof safe in the MIS computer room.   The following individuals have access to the safe for storage and retrieval of the back-up tapes:

MIS Manager

MIS Specialists

Accounting & Reimbursement Manager

2. Weekly, monthly and yearly back up tapes are removed promptly to the Colonial Heights Clinic. 

3. In addition to the completion of tape backups of the data, two backup ZIP Disks are completed weekly.  Placed on the zip are the planned events, so that if the network or CMHC experience any down time the planned event file can be read in ASCII by any DOS based computer.  Also on this Zip are files containing active client contact information & active staff contact information so that they can be accessed in case of emergency.  One of these diskettes is kept in the fireproof safe located in the MIS office the other is taken off site with the off site back up tapes.

Chapter Five:  Access Controls

Policy: 

The Security Rule under the Health Insurance Portability and Accountability Act (HIPAA) requires covered entities to take reasonable steps to prevent access of unauthorized workforce members, vendors, and contractors to District 19 Community Services Board’s information systems and to the testing and revision of software. This also means restricting access to Protected Health Information (PHI) for only those entities that have access privileges.

Access controls have to do with restricting access to resources (e.g., paper, disks, workstations) and allowing only privileged entities (e.g., persons and applications) to access PHI.

It is the policy of District 19 CSB that the Privacy and Security Officers are responsible for establishing the policy and procedures for assigning access privileges to entities that need access to PHI.

Procedures:
A. Unique User Identification:

1. The Security Officer and MIS will be responsible for providing a unique name and/or number for identification to each new staff upon hire 

2. MIS is to keep a log of Unique User Identification assignments to ensure that reuse of user ID’s is prohibited

B. Emergency Access Procedure:

The Security Officer and MIS will maintain a log of individuals who have authorized access to the site during emergency mode operations

C. Automatic Log-Off

The workstations will automatically lock-up after a predetermined time of inactivity and only pre-approved screen savers will be used on equipment.

D. Access to Facilities

1. Visitors, vendors and contractors are required to report to the receptionist. The receptionist will announce the visitor to the staff who will escort the visitor to the meeting room, job site, etc.

2. Staff will accompany the visitor to the reception area at the completion of the work.

3. D19 staff working at the Bank Street site will be issued a Security Access Card by the Procurement/Facilities Manager. This card will be programmed to allow the staff access to only those areas necessary for work assignments.

4. D19 staff should be familiar with and adhere to D19 Health and Safety Management Policies with regard to locking doors, as well as the HIPAA Plan related to role access and protection of PHI.

Chapter Six:  WORKFORCE SECURITY

Policy:
The Security Rule under the Health Insurance Portability and Accountability Act (HIPAA) requires covered entities to take reasonable steps to ensure workforce security that includes appropriate authorization and/or supervision of staff accessing electronic protected health information (ePHI), workforce clearance procedures, and termination procedures.  This also means restricting access to PHI for only those entities that have access privileges.

Procedures: 

Authorization and/or Supervision

The Security Officer will be responsible for the security infrastructure, training and oversight of computer and network maintenance personnel and will be accountable for: 

A. Developing and implementing security policies and procedures for District 19 Community Service Board 

B. Training all members of the workforce on access methods to electronic systems and information

C. Identifying the persons or classes of persons in the workforce who need access to ePHI

D. Identifying the category(ies) of ePHI to which access is needed

E. Implementing the following procedures:

1. review appropriate use of access by staff ID to ensure that access to ePHI is limited to the persons or class of persons needing access to achieve the purpose of their job,
2. review and approve requests for access and ensure supervisory sign-off on security add/change/delete requests, and audit outstanding  access devices (e.g. keys, swipe cards, etc.) and ensure they are returned at the time of a staff termination
3. monitor all access to consumer records
4. ensure required screen saver/terminal locking is executed

Workforce Clearance Procedure
An important part of the overall workforce clearance procedure is to ensure that individuals have the appropriate level of access and to prevent other workforce members who should not have access from gaining access. As District 19 CSB develops the capability of electronically restricting access, implementation of access controls will be handled through MIS. 

A. Procedures:

1. Upon hire, each staff member will be identified, cleared and recorded by the “class” in which their job functions fall before granting access to electronic protected health information.

2. The appropriate access level will be set according to the Information Access Management Policy.

B. Termination Procedures
1. Supervisors, Security Officer and MIS staff will ensure that access to ePHI is terminated at an employee’s termination from employment, and re-assessed for access limitations in the event of transfer from one job class (i.e. category) to another.
2. Human Resource Department will ensure that all access devices are returned by the employee at the time of termination or transfer (if appropriate), and document this on the appropriate form.
3. Supervisors or the Security Officer will ensure that MIS staff are informed of all staff terminations.
4. In the event of an adverse staff termination, MIS staff will be notified prior to informing the staff member, to ensure that information and systems are protected from potential retaliation.
5. The Security Officer will ensure that the staff member’s name is removed from internal e-mail systems, system access lists, and ensure that access to the network is disabled

Chapter Seven:  Workstation Use

Policy:

MIS (Management Information Systems) has adopted this policy on Workstation Use to comply with the HIPAA Security Rule, as well as to acknowledge our duty to protect the confidentiality and integrity of medical information as required by law and professional ethics.  All personnel of MIS and all other agency personnel who use computer terminals (workstations) must be familiar with the contents of this policy and follow its guidance, as appropriate, when using District 19 CSB computer equipment.  Familiarity with the plan and demonstrated competence in the requirements of the plan are an important part of every MIS employee’s responsibilities, as well as that of every other agency employee who uses computer terminals.

Procedures:

A. Assumptions
1. Every computer workstation in the agency is vulnerable to environmental threats, such as fire, water damage, power surges, and the like.
2. Any computer workstation in the agency can access confidential consumer information if the user has the proper authorization.
3. Computer screens can be visible to individuals who do not have access to confidential information that may appear on the screen.
B. Preventative Measures
1. New employees, whether they use computers in their daily work activities or not, will be required to read, understand and sign the MIS Standards of Conduct as part of their D19 orientation process.  
2. All computer users will monitor the computer’s operating environment and report potential threats to the computer and to the integrity and confidentiality of data contained in the computer system.  For example, if the air conditioning system fails, the temperature around the computer could exceed a safe level; then the user should immediately notify MIS and maintenance.
3. All computers plugged into an electrical power outlet will use a surge suppressor approved by MIS.
4. All personnel using computers will familiarize themselves with and comply with the agency’s disaster plans and take appropriate measures to protect computers and data from disasters.

5. Personnel using computers will use caution when eating or drinking in the vicinity of the workstation to prevent damage due to spills and so forth.  Loss or damage to D19 computer or equipment may constitute a Standards of Conduct violation under D19’s Human Resource Policies.
6. Employees may not use the agency’s computer system to solicit for outside business ventures, organizational campaigns, or political or religious causes.  Nor may employees enter, transmit, or maintain communications of a discriminatory or harassing nature or materials that are obscene or x-rated.  No person shall enter, transmit, or maintain messages with derogatory or inflammatory remarks about an individual’s race, age, disability, religion, national origin, physical attributes, sexual orientation, or health condition.  No person shall enter, maintain, or transmit any abusive, profane, or offensive language.
7. All computer equipment and peripherals (except laptop computers) shall remain on D19 property and are not to be taken home by employees, except by prior agreement and arrangement between the employee's Division Director and MIS.
8. Laptop PCs and diskettes or other storage media containing confidential client data must be handled and transported in the same manner as other client information, as specified in the Confidentiality Agreement and in D19's Administrative Policies.
9. All computer equipment and peripherals, including but not limited to PCs, laptops, monitors, data communications equipment, mice, keyboards, cables, and printers, purchased by D19 Programs will remain the sole property of D19 and will only be used to support the business and program operations of D19 during business hours.
10. Any electronic word processing work to be performed at home must be authorized in advance by the program supervisor. Such work should be performed on a D19 portable computer checked out through MIS. 

C. Passwords
1. Personnel logging onto the system will ensure that no one observes the entry of their password.
2. Personnel will neither log onto the system using another’s password nor permit another to log on with their password.  Nor will personnel enter data under another person’s password.
3. Personnel using the computer system will not write down their password and place it at or near the terminal, such as by putting their password on a yellow “sticky” on the screen or a piece of tape under the keyboard.
4. After three failed attempts to log on, the system will refuse to permit access and generate a notice to the system administrator.
C. Data Access:
1. Each person using the agency’s computers is responsible for the content of any data he or she inputs into the computer or transmits through or outside the agency’s system.  No person may hide his or her identity as the author of the entry or represent that someone else entered the data or sent the message.  All personnel will familiarize themselves with and comply with the agency’s email policy.
2. No employees may access any confidential consumer or other information that they do not have a need to know.  No employee may disclose confidential consumer or other information unless properly authorized (see D19’ CSB's HIPAA Plan for more information on protected health information (PHI).

D. Printers:
1. Employees must not leave printers unattended when they are printing confidential consumer or other information.  This rule is especially important when two or more computers share a common printer or when the printer is in an area where unauthorized personnel may have access to the printer.
2. All hard-copy printouts, including who may generate such printouts and reports, what may be done with the printouts and reports, how to dispose of the printouts and reports, and how to maintain confidentiality of hard-copy printouts and reports must comply with D19’s HIPAA Plan.

E. Screen Savers:

1. Each computer will be programmed to generate a screen saver when the computer receives no input for a specified period.  (Supervisors may specify an appropriate period to protect confidentiality, while keeping the computer available for use, in conjunction with MIS.)
2. Users must log off the system if he or she leaves the computer terminal for any period of time.  

F. Downloads:

1. No personnel may download data from the facility’s system onto diskette, CD, hard drive, fax, scanner, any network drive or any other hardware, software, or paper without the express permission of MIS. This permission shall be obtained in advance from the program supervisor who will consult with MIS.  
2. No personnel may download any software without express written permission of the MIS Manager.  The MIS Manager must approve any software that an employee wishes to download and the download will be executed by MIS staff.  This rule is necessary to protect against the transmission of computer viruses into the agency’s system.  No illegal software may be placed on any of D19’s computer equipment.
3. No user may, for any purpose, download, maintain, or transmit, confidential consumer or other information (PHI) on a personally owned computer.

G. Software: 
1. To prevent a computer virus from being transmitted through the agency’s computer system and to obey federal copyright laws, unauthorized downloading of software from the internet is strictly prohibited.

2. According to applicable copyright laws, persons involved in the illegal reproduction of software can be subject to civil damages and criminal penalties including fines and imprisonment. D19 does not condone the illegal duplication of software. D19 employees who make, acquire, or use unauthorized copies of computer software shall be disciplined as appropriate under the circumstances. Such discipline may include termination.
3. All requests for software and software upgrades shall be submitted to the Division Director and then approved by the MIS Manager.  Any software and software upgrades not acquired in this manner shall be documented and identified. The MIS Manager will be notified, who will then verify that the agency has an appropriate license for the use of such software.
H. Virus Protection:

1. All computers issued by D19 have virus protection software.  Any diskette or other electronic media brought into D19 needs to be scanned for viruses prior to reading or running any program or file on the diskette or electronic media.  (Also see "MIS Disaster Recovery" policies and procedures.)  All diskettes or electronic media with PHI need to be treated as confidential information. 
2. All incoming email is checked for a virus or spyware at the network level prior to being transmitted to individual workstations.  If an email is determined to be infected with a virus or spyware, the email is eliminated at the server level and will never reach the intended receiver.  

I. Personal Equipment/Software:
1. Employee’s personal equipment cannot be connected to D19’s computer hardware or network connections.  In extreme circumstances written permission may be given by the MIS Manager for exceptions.

2. Employee’s personal software cannot be loaded to D19 computers due to copyright laws and additional software support requirements.  In extreme circumstances, exceptions may be made if it can be validated that the software is not loaded on any other computer and the MIS office holds the license for that software.  The software will be removed from the computer and the license for the software will be returned to the owner upon employment termination.
3. Handheld computing devices (personal digital assistants) are convenient, and are becoming more prevalent.  Unfortunately, the many benefits of handheld devices come with a great deal of complexity in terms of support. Considering the inconsistency within the handheld marketplace (hardware, software, and synchronizing) and limited MIS support staff, the agency will not support personal handheld computing devices at the current time.

J. Staff Terminations:
1. When staff resigns from employment with D19, the Procurement and MIS offices will be notified by the Human Resources office as to the last working day for the employee.  The Human Resources office will issue a letter to the employee to inform them of the proper channels to return agency computer and telecommunications equipment.  Once the computer equipment is returned to the Procurement office, Procurement will notify MIS so that the staff member’s login access will be revoked from the agency network.  If the equipment is not turned in prior to the last working day, at 4 pm on the last working day a notice will be sent to the person’s supervisor, HR Director and the Executive Director letting them know that the equipment has not been returned.  At that time, all network privileges will be removed for that staff member by MIS.  
2. If a person terminates from D19 without advance notice, the Procurement and MIS offices will be notified by the HR Director.  The staff network privileges will be immediately revoked by MIS. The staff member’s supervisor will be contacted by Procurement to find out if the employee left the D19 computer and telecommunication equipment with the supervisor.  

K. Enforcement

All program managers and supervisors are responsible for enforcing this policy. Employees who violate this policy are subject to discipline up to and including termination from employment, professional discipline, or criminal prosecution, in accordance with the D19 Human Resource Policies, Human Rights Policies and HIPAA Plan.

Chapter Eight:  Portable Computer Policy

Introduction:
District 19 Community Services Board (D19) has adopted this Portable Computer Policy to comply with HIPAA requirement to protect the security of electronic health information, as well as our duty to protect the confidentiality and integrity of confidential medical information as required by law, professional ethics, and accreditation requirements.  All personnel of D19 who use laptop, notebook, palm or other portable computers must be familiar with the policy.  Demonstrated competence in the requirements of the policy is an important part of every D19 employee’s responsibilities.

Assumptions:
A. Portable computers pose a significant security risk because they may contain confidential consumer information and, being portable, are more at risk for loss, theft, or other unauthorized access than the facility’s less easily movable computers.

B. Portable computers may be more vulnerable to viruses and other such threats because the user may not regularly use virus protection software and other electronic safeguards the way the facility’s Information Technology department does on the facility’s network.
C. Portable computer use is more difficult for the agency facility to audit; thus security breaches may be more difficult to identify and correct.

Policy:
A. Officers, agents, employees, contractors, and others using portable computers (users) must read, understand, and comply with this policy.

B. No user may, for any purpose, download, maintain, or transmit, confidential consumer or other information (PHI) on a personally owned computer or D19 portable computer without the written authorization of the MIS Manager upon the recommendation of the Division Director.

C. Visiting portable computer equipment must not be plugged into any network port.  Doing so could be disruptive or destructive to the D19’s network.

D. The user agrees to use the equipment solely for D19’s business purposes.  The user further understands:
1. Computers, associated equipment, and software are for business use only, not for the personal use of the user or any other person or entity.
2. Users will not download any software onto the computer except as loaded by authorized staff of the MIS Department.
3. Users will not insert any floppy disks, CDs, or other media containing computer software into the computer without the express authorization of MIS.
4. Users must not share their passwords with any other person and must safeguard their passwords and may not write them down so that an unauthorized person can obtain them.
5. Users must report any breach of password security immediately to the MIS Manager.
6. Users must maintain consumer confidentiality when using the computers, as specified in D19’s Workstation Policy and D19’s Privacy Policy.  The screen must be protected from viewing by unauthorized personnel, and users must properly log out and turn off the computer when it is not in use.
7. Portable computer users must follow all the same policies as apply to Workstation usage.  

Remote Access:
A. Dial-in functions are restricted to dialing into D19 or the Virtual Private Network (VPN).

B. Dial-in capability will only be allowed for equipment owned by D19 and not for personally owned equipment 

C. Users are not permitted to dial into any other unauthorized services, Internet service providers (Such as AOL, MSN, etc.), or any other Internet access or to use the dial-up capabilities in any other manner than as instructed.  The user understands that the hardware has been disabled from performing any functions other than those intended for business use and that the user may not attempt to enable such other functions.
D. Electronic transmission through the Internet of PHI is prohibited.

Physical Security of Equipment: 

A. Users should not leave mobile computer units in cars or car trunks for an extended period in extreme weather (heat or cold) or leave them exposed to direct sunlight.
B. Users must place portable computers and associated equipment in their proper carrying cases when transporting them.  The case must display the user’s name and identify the facility.
C. Users are responsible for securing the unit, all associated equipment, and all data, within their homes, cars, and other locations as instructed in the training provided.
D. Any illegal software or damage to the computer while in your position (from the time removed from the MIS Office until returned to the MIS office) will be the user’s responsibility.
E. Users may not leave mobile computer units unattended unless they are in a secured location.
F. Users must immediately report any lost damaged, malfunctioning, or stolen equipment or any breach of security or confidentiality to the MIS Manager.
G. Any loss or damage to portable computer equipment due to negligence is a Standard of conduct violation under D19’s Human Resources Personnel Polices.  

H. The portable computer equipment is logged out to user(s).  User(s) are responsible for returning the computer in the same condition it was issued to them.  

I. All portable computer equipment needs to be checked in and out thru the MIS office.  Portable computer equipment is not to be returned to supervisors.

J. Users must not alter the serial numbers and asset numbers of the equipment in any way.

K. Users will not permit anyone else to use the computer for any purpose, including, but not limited to, the user’s family and/or associates, consumers, consumer families, or unauthorized officers, employees, and agents of D19.

L. Users must use only batteries and power cables provided by D19 and may not, for example, use their car’s adaptor power sources.

M. Users will not connect any additional peripherals (keyboards, printers, modems, etc.) without the express authorization of the MIS staff.

E. Enforcement
All program managers and supervisors are responsible for enforcing this policy. Employees who violate this policy are subject to discipline up to and including termination from employment, professional discipline, or criminal prosecution, in accordance with the D19’s Personnel policies, Human Rights Policies and Privacy Policies.

Chapter Nine:  Hardware and Electronic Media Disposal

Policy:

District 19 Community Services Board (D19 CSB) has adopted this computer disposal policy to comply with HIPAA requirement to protect the security of electronic behavioral health information, as well as to fulfill our duty to protect the confidentiality and integrity of confidential behavioral health information as required by law, professional ethics, and accreditation requirements. All MIS personnel of D19 CSB must be familiar with the policy, and have demonstrated competence in the requirements of the policy. This is an important part of every D19 CSB MIS employee's responsibilities.

Definitions:

D19 CSB may at times possess computer equipment that is no longer required due to wear, damage, deterioration, excess cost of maintenance, obsolescence, and excess of useful life.  An effort will be made to redistribute the computer equipment to a location that may make use of the equipment if practical.  In this case, the computer equipment should be put back in service with very minimal modifications. 

Any computer equipment that the MIS Department determines can be recycled or disassembled for parts and supplies for reuse will be done so.

If it is deemed that the computer equipment cannot be reused or recycled, then it should be disposed of in compliance with D19 CSB’s Financial Policies and Procedures for Disposal of Fixed Assets.  Computer equipment will be considered obsolete when it can no longer provide a “basic level of service” or has exceeded its useful life.  

Obsolete computer equipment that has no residual financial value, but may still hold valuable information and/or software, will be handled with care to ensure protection of possible PHI still contained on the equipment.  

Procedures:

A. Servers / CPU’s / Laptop / Portable Computers:
1. It will be the responsibility of MIS to remove property tags, place on a sheet of paper and give to Procurement with a note of the destruction date for Fixed Asset Maintenance.  The destruction will be recorded in the MIS hardware database as well.  

2. Before disposing of any computer system, MIS will remove all traces of data files.  Merely deleting the visible files is not sufficient to achieve this, since data recovery software could be used by a new owner to “undelete” such files.  The disk space previously used by the deleted files needs to be overwritten with new meaningless data – either some fixed pattern (e.g. Binary Zeros) or random data.  Similarly, reformatting the whole hard disk may not in itself prevent the recovery of old data as it is possible for disks to be “unformatted.”

3. When computers are scrapped by MIS, an option to the above is the physical destruction of the hard drive.  In this option, the hard drive will be removed from all unwanted computers.  The hard drive will be physically destroyed with a hammer, screwdriver or similar tool.  This method will be the fastest and least costly method to make sure that D19 CSB’s surplus computers will not contain sensitive PHI.

B. Printers:

1. Property tags will be removed, placed on a sheet of paper and given to Procurement with a note of the destruction date for Fixed Asset Maintenance.  The destruction will be recorded in the MIS hardware database as well.  

2. Any part that is salvageable will be saved.  Any ribbon that could be read will be cut with scissors.  

C. Diskettes:
1. If the diskette has, or has ever contained, PHI or agency owned computer software, the shutter of the diskette will be removed from the diskette.  The media in the interior of the diskette will be cut at least two times with scissors.

2. If the diskette can be proven never to have any consumer data recorded on it, the diskette can be simply thrown in the trash.  

D. Cassette Tapes:
These tapes are used by D19 CSB to make backup copies of agency servers.  When a Backup tape fails, it must be replaced with a new tape immediately.  The old tape is destroyed by pulling the tape from the cartridge, and slicing the tape multiple times so that it is not readable.  

E. CDs:
If a CD contains PHI and needs to be destroyed, this can be done by either breaking the CD media in half or using a sharp instrument to deeply scratch the readable media.    

F. Media Re-use:

Hard drives, tapes and diskettes may be re-used once the appropriate procedures for removal of PHI have been followed.


References

HIPAA SECURITY REGULATIONS ADDRESSED IN THIS POLICY:

164.308(a)(1)(i) – Implement policies and procedures to prevent, detect, contain and correct security violations.

164.308(a)(1)(ii)(D) – Implement procedures to regularly review records of information system activity, such as audit logs, access reports, and security incident tracking reports.

164.308(a)(5)(ii)(C) – Implement procedures for monitoring log-in attempts and reporting discrepancies.

164.308(a)(6)(i) – Implement policies and procedures to address security incidents.

164.308(a)(6)(ii) – Identify and respond to suspected or know security incidents; mitigate, to the extent practicable, harmful effects of security incidents that are known to the covered entity; and document security incidents and their outcomes.

164.312(c)(1) – Implement policies and procedures to protect ePHI from improper alteration or destruction.

164.312.(c)(2) -  Implement electronic mechanisms to corroborate that ePHI has not been altered or destroyed in an unauthorized manner.
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